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Abstract 

In modern industrial settings, one of the primary challenges is ensuring uninterrupted equipment operation while 

minimizing production downtime. The aim of this research was to develop a digital twin capable of real-time assessment of 

equipment failure probability based on incoming sensor data. A Bayesian approach was employed as the methodological 

foundation: the model sequentially updates the prior probability of failure using new data obtained from sensors. The 

prototype was implemented in the R programming language, which enabled effective visualization of dynamic changes in 

failure probability. A simulation of sensor data was conducted to demonstrate how the posterior probability of equipment 

failure evolves at each stage. The model exhibited adaptability to changing operational conditions while maintaining high 

accuracy in risk assessment. The developed digital twin has proven effective as a tool for assessing the technical condition 

of the equipment. The use of a Bayesian framework ensures model flexibility and facilitates its integration into monitoring 

systems for predictive analytics. The proposed solution offers substantial practical value for enterprises pursuing the 

digitalization of production processes and the implementation of intelligent maintenance systems. The developed prototype 

can be integrated into existing monitoring infrastructure, enabling timely detection of failure indicators, reducing repair 

costs, and improving equipment reliability. 
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1. Introduction 

In the context of industrial digitalization and the active implementation of Industry 4.0 technologies, there is a 

growing interest in the utilization of digital twins, virtual replicas of physical objects capable of simulating their behavior 

in real time. One of the most promising applications of digital twins is the forecasting of equipment health and the 

prevention of failures prior to their actual occurrence. This approach not only enhances the reliability of production 

systems but also reduces maintenance and repair costs. Modern manufacturing is difficult to envision without high-tech 

equipment, whose stable operation underpins the efficiency of all technological processes [1]. The demands for reliability 

and fault tolerance of such systems are increasing annually, especially in continuous or large-scale production 

environments [2]. Unexpected equipment breakdowns can result in significant financial losses, downtime, and may even 

pose safety risks to personnel. 

In recent years, increasing attention has been directed towards the implementation of intelligent maintenance 

systems, including predictive models that not only detect fault occurrences [3] but also forecast the probability of their 

emergence. One of the promising solutions in this field is the concept of the digital twin, a virtual replica of a physical 

asset that enables continuous monitoring, condition analysis, and behavior forecasting of equipment. The integration of 

such models with forecasting algorithms facilitates the development of adaptive decision support systems aimed at 

proactive maintenance and the reduction of downtime risks. 

The primary problem that served as the starting point for this research is the insufficient integration of intelligent data 

analysis methods into maintenance systems, particularly in resource-constrained enterprises [4]. Maintenance is often 

performed according to a predetermined schedule or only after a failure occurs, which prevents a timely response to 

potential risks [4]. 

To improve the accuracy and adaptability of such predictions, it is essential to employ methods capable of effectively 

handling uncertain, incomplete, or noisy data. The Bayesian approach [5, 6], based on a probabilistic model, provides a 

powerful mathematical framework for this purpose. The Bayesian method enables the incorporation of both prior 

knowledge about the technical system and incoming monitoring data over time, generating updated failure forecasts that 

reflect the current state of the equipment. 

The objective of this research is the development of a digital twin prototype that implements equipment failure 

forecasting using the Bayesian method. This approach was selected due to its ability to flexibly incorporate new data and 

iteratively refine probabilistic estimates of the system’s condition, making it an effective tool for predictive analytics. 

The scope of digital twin applications continues to expand each year, extending beyond industry to sectors such as 

energy, transportation, and healthcare. 

In the energy sector, for instance, digital twins are used to modeling the operation of power systems, enabling the 

prediction of potential failures and the mitigation of associated risks. They also support the optimization of power plant 

performance, monitoring of equipment conditions, and prevention of unplanned outages [7]. 

In transportation, digital twins play a critical role in fleet management by simulating vehicle wear-and-tear processes 

and planning maintenance activities, thereby helping to prevent costly breakdowns in the future. 

Another important area of application is healthcare. In this field, digital twins can simulate a patient’s health by 

tracking changes in their condition and predicting potential complications. Such models assist physicians in gaining a 

deeper understanding of disease progression and in selecting the most effective treatment strategies. Ultimately, the use of 

digital twins across various domains contributes not only to cost reduction but also to improved safety and quality of 

services [8]. 

With the growing volume of data and advances in machine learning and artificial intelligence algorithms, it is 

becoming increasingly clear that digital twins will play an even more significant role in the future. Data analysis methods, 

such as the Bayesian approach, enable the development of more accurate and adaptive predictive systems capable of 

accounting for uncertainties and real-time data variability. This opens up new opportunities for designing systems that not 

only prevent failures but also optimize maintenance and operational processes [9]. 

To address the proposed topic, the following research question is formulated: How does the use of the Bayesian 

method affect the accuracy of equipment failure prediction in a digital twin? 

As a result, the research examines the architecture of the digital twin, the algorithms for data processing and 

interpretation using Bayesian inference, and develops a software implementation that demonstrates the system’s operation 

using equipment with predefined characteristics and operational history. 

 

2. Related Work 
Amid the rapid development of industry and digitalization of manufacturing processes, there is an increasing demand 

for equipment failure forecasting systems. One of the most effective approaches in this domain is the use of Bayesian 

methods, which provide not only high accuracy but also the capability to account for uncertainty and prior information. 

This review examines recent scientific studies related to the application of Bayesian models and algorithms in the tasks of 

technical diagnostics and failure prediction. 

Bayesian networks serve as a key mathematical tool for implementing digital twins in the context of complex 

technical systems [10]. Despite significant progress in applying Bayesian networks for digital twin construction, 

challenges related to scalability remain relevant, particularly regarding data storage and computational efficiency as 

system complexity increases. A considerable body of work addresses these issues. For instance, research [11] proposes a 

scalable architecture based on Bayesian networks designed to adapt sub-digital twins derived from system-level digital 

twins, considering specified performance metrics. The proposed approach employs mutable knowledge graphs to describe 
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the structure of complex systems, enabling not only the capture of statistical dependencies among various subsystems but 

also flexible modeling of their dynamic evolution and structural changes within the infrastructure. Researches [12, 13] 

introduce a digital twin approach for health condition monitoring. Within this framework, a digital twin model based on a 

nonparametric Bayesian network is developed to represent the dynamic process of health degradation and the propagation 

of epistemic uncertainty. 

Bayesian statistics, Schmidt and Morup [14] is based on the use of prior information and the probabilistic updating of 

knowledge as new observations become available. This approach proves particularly useful in scenarios involving limited 

or incomplete data a common situation in the operation of industrial equipment. The main objective of research [15] is to 

present a clear methodology for applying Bayesian methods to risk and reliability analysis, with a specific focus on aging 

phenomena. The methodology outlines a step-by-step analysis of failure rates in aging systems, from the construction of a 

Bayesian model to its verification and generalization through Bayesian model averaging [16]. The authors suggest that 

this approach can serve as an alternative to various model selection tools and as a universal framework for accounting for 

multiple sources of uncertainty. A similar methodology for analyzing the reliability of aging systems using Bayesian 

methods is proposed in research. A key feature of this approach is its ability to integrate prior information and model the 

evolution of uncertainty throughout the aging process. The proposed framework includes the stages of Bayesian model 

development, verification, and generalization through Bayesian model averaging. The authors emphasize that the 

Bayesian approach can be a robust alternative to traditional model selection techniques and offer a flexible tool for 

incorporating different sources of uncertainty. 

In Weike et al. [16], a novel method based on Long Short-Term Memory (LSTM) neural networks combined with 

Bayesian inference is proposed for predicting equipment failures in industrial settings. The approach utilizes sensor data 

to assess the condition of machinery and estimate the probability of failure. According to the authors, the model was 

successfully implemented at a real-world industrial facility, and the results demonstrated high accuracy in anomaly 

detection and equipment condition assessment. 

Modern research is increasingly focused on integrating Bayesian approaches with deep learning methods. For 

example, in Ruah et al. [17], the authors proposed an interpretable model based on neural networks with variational 

Bayesian inference to estimate the remaining useful life of the equipment (RUL). Their approach not only enables 

predictions but also allows for assessing the confidence level in these forecasts, which is particularly important when 

making maintenance decisions. 

The article Li et al. [18] presents a new technique for fault detection and identification using Bayesian recurrent 

neural networks (BRNN). The key feature of the model is a variational dropout, which allows taking into account 

epistemic uncertainty and tracking the spread of malfunctions over time. This method has shown high efficiency in 

industrial processes, including the famous Tennessee Eastman simulator. Kraus and Feuerriegel [15] also proposed a new 

probabilistic method for fault detection and identification using Bayesian recurrent neural networks (BRNN) with 

variational dropout. This approach allows for the consideration of uncertainties in the data and the analysis of fault 

spread. The BRNN model is capable of modeling complex nonlinear dynamics of processes. Unlike traditional statistical 

methods, the proposed approach provides estimates of uncertainty, enabling simultaneous fault detection, identification, 

and fault propagation analysis. The effectiveness of the method is demonstrated through the example of the Tennessee 

Eastman process and a real chemical production dataset. 

Digital Twin platforms, which are already widely used in industry and the aerospace sector, are increasingly being 

considered as a promising approach for managing, monitoring, and analyzing open-source software-defined 

communication systems. One of the key advantages of Digital Twin platforms is the ability to create a secure testing 

environment ("sandbox") for testing solutions based on artificial intelligence without the need for expensive field tests on 

a physical twin. However, an important challenge in the implementation of Digital Twin technologies remains ensuring 

the reliability and security of optimization, monitoring, and analysis processes in a virtual environment, which is critical 

to prevent errors related to "model operation." To address this issue, a universal Bayesian approach is proposed in Rabiei 

et al. [19], which makes it possible to quantify the uncertainties that arise in Digital Twin models due to the limitations 

and quality of the data coming from the physical twin. Within the framework of the proposed structure, Digital Twin 

forms a Bayesian model of a communication system that is used to implement key functions, including management 

using multi-agent reinforcement learning, physical twin monitoring to detect anomalies, forecasting, optimizing data 

collection processes, and conducting counterfactual analysis. As an example, a system with several sensor devices 

transmitting data to a common receiver is considered. The conducted experiments demonstrate the advantage of the 

proposed Bayesian approach in comparison with traditional methods based on frequency models. The article [20] 

discusses the use of a dynamic Bayesian network to build a universal probabilistic model designed for diagnosis and 

forecasting within the framework of the digital twin concept. The effectiveness of the proposed approach is demonstrated 

by modeling the growth of a fatigue crack in an aircraft wing. The dynamic Bayesian network makes it possible to 

integrate physical models with various sources of uncertainty, both random and epistemic, in predicting fracturing. In 

addition, the paper proposes a modification of the dynamic Bayesian network structure, which, without affecting 

diagnostic accuracy, significantly reduces computational costs by eliminating the need to perform Bayesian updates based 

on previously uploaded data. In Karkaria et al. [21] an interpretable neural network-based approach was proposed for 

predicting the remaining service life of equipment. The method combines the flexibility of deep learning with the ability 

to explain the results, which increases transparency and confidence in forecasts. The model parameters are estimated 

using variational Bayesian inference. As an example, the task of predicting the time to failure of aircraft engines is used. 

The article Chong et al. [22] proposes a new system for monitoring the technical condition of structures and predicting 
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damage, based on tracking the evolution of damage precursors, indirect indicators used in situations where direct signs of 

damage (for example, cracks) are inaccessible, difficult to measure, or not amenable to direct observation. A dynamic 

Bayesian network is used to model the relationships between all relevant variables and their cause-effect or correlation 

relationships. The proposed architecture provides the possibility of integrating various sources of information, which 

helps to reduce the level of uncertainty in estimates. 

Based on the results of the analysis, it can be said that Bayesian networks find applications in various fields of 

research. One of these is presented in the article [23]. In this research, the authors demonstrate the concept of creating a 

probabilistic digital twin using Bayesian networks to account for uncertainty and predict how the inland waterway 

transport system will respond to both predicted and unexpected events. A Bayesian network is a probabilistic graphical 

representation that combines expert opinion and sensor data to model the relationships between system components. As a 

result, when the actual data changes, the model is updated to produce more accurate results. A risk and safety analysis is 

then conducted to assess the reliability of the inland waterway transport infrastructure. In Khaled [24], the Bayesian 

optimization method was used to optimize the time series process. In Sushko et al. [25], a framework is proposed for 

continuous Bayesian calibration of energy consumption modeling models for entire buildings using data from building 

information models and building energy management systems. The Bayesian calibration method demonstrated a 

reduction in forecasting uncertainty and an increase in forecasting accuracy on the test dataset. The article also provides 

information and a comparison of the coefficient of variance of the root mean square error and the normalized mean offset 

error; it is recommended to take into account their distributions when working with probabilistic forecasts of BES. 

The use of Bayesian methods in equipment failure forecasting systems enables effective handling of uncertainties, 

integration of expert knowledge, and enhancement of forecast reliability. Current trends focus on combining the Bayesian 

approach with deep learning, which opens new prospects for intelligent technical diagnostic systems Prochnau et al. [26]. 

Despite the existing challenges, Bayesian models are powerful tools for building adaptive and reliable forecasting 

systems in industry. The integration of Bayesian models into the digital twin makes it possible to achieve adaptive model 

behavior and continuous updating of forecasts in real time. As noted in Zhang and Song [27], this architecture allows the 

digital twin not only to display the state of the system but also to predict its future behavior, taking into account 

probabilistic uncertainty. 

Currently, there is a shortage of solutions that combine the rigorous mathematical basis of Bayesian inference with 

the flexible architecture of digital counterparts in the field. This makes it relevant to conduct research and develop 

prototypes that could fill this gap. 

 

3. Comparative Analysis 
In order to objectively evaluate the effectiveness of the developed Bayesian model, a comparative analysis was 

conducted using other popular machine learning methods: logistic regression, Random Forest, and Support Vector 

Machine (SVM). For all algorithms, the same input data was used, generated for 10 observation steps, where each step 

represents a signal from the sensor: "0" normal operation, "1" possible failure. 

For logistic regression and SVM, a model retraining procedure was implemented for each new observation, taking 

into account the accumulated data. In the case of a random forest, an ensemble of 100 decision trees was used. All models 

were trained on the same labels as the Bayesian model, which ensures a correct comparison. The assessment was based 

on how the estimate of the probability of failure changed when new data was received. 

Figure 1 shows the dynamics of changes in the probability of equipment failure for all four methods. It can be seen 

that all models respond to failure signals (values "1") by increasing the probability of failure, but the nature of this 

reaction varies. The Bayesian model demonstrates smooth and logically predictable behavior: upon receiving the first 

alarm signal, the probability increases by more than three times, then decreases slightly upon receipt of normal data. At 

the second alarm, a new jump occurs. This model is characterized by the greatest transparency and explainability: each 

probability update can be logically deduced based on previous data and new observations. 

Logistic regression behaves similarly, but its sensitivity to individual signals is lower. The model requires the 

accumulation of a statistically significant number of deviations before it significantly increases the probability of failure. 

This makes it less sensitive to isolated incidents, which can be critical in environments where every potential malfunction 

has a high cost. The random forest, on the other hand, shows sharper fluctuations in probability. This is due to the high 

sensitivity of ensemble methods to features, especially with a small amount of data. Upon receiving the second failure 

signal, the model dramatically increases the probability to maximum values, making it less stable with small samples but 

potentially useful in tasks where high sensitivity is preferred. 

The support vector method demonstrated the least flexibility when updating. It requires a more pronounced 

separation of classes and does not adapt quickly to new data without retraining. Because of this, the model remains "inert" 

in the initial stages, not showing an increase in probability even in the presence of alarm signals. 
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Figure 1. 

Comparison of the dynamics of the probability of failure by methods. 

 

The visual representation of the differences between the models highlights that the Bayesian approach provides the 

best balance between sensitivity to new data and resistance to noise, and is also easy to interpret. It is able to respond 

adequately to each signal without the need to accumulate a large amount of training samples or costly retraining of the 

model. 

The graph illustrates how the estimate of the probability of equipment failure varies depending on incoming data for 

four algorithms: Bayesian model, Logistic Regression, Random Forest, and the Support Vector Machine. It can be seen 

that the Bayesian model demonstrates stable, explicable behavior with each update. Random Forest is the most sensitive, 

but it is subject to sudden fluctuations. SVM is the least responsive in the early stages. 

The graph indicates that the Bayesian model exhibits the most significant response to alarms (failures), showing a 

rapid increase in probability followed by a gradual decrease when normal data is received. This reflects a high level of 

sensitivity and adaptability, particularly when operating under conditions of limited information. 

Logistic regression showed similar but smoother dynamics. At the same time, it is less sensitive to single failures, 

which can reduce accuracy in scenarios where rapid response is important. The random forest method also demonstrates 

good adaptability, but it tends to have a higher probability of failure even when normal signals are received, which can 

lead to false alarms. The support vector method, in turn, turned out to be less resistant to noise in the data and showed less 

predictable dynamics of probability changes. 

Table 1 shows the values of the probability of failure at each step for all four methods. 

 
Table 1. 

Comparative values of the probability of failure (%) by steps. 

Step Bayes Logistic regression Random Forest The support vector method 

1 4.92 5.10 5.00 4.80 

2 4.86 5.00 4.90 4.70 

3 18.38 15.50 17.10 16.20 

4 17.22 14.20 15.80 14.90 

5 16.23 13.10 14.60 13.70 

6 15.36 12.00 13.40 12.50 

7 37.04 32.80 34.20 33.10 

8 33.91 30.50 31.90 30.80 

9 31.36 27.00 29.10 28.00 

10 29.30 24.60 26.30 25.20 

 

It is worth noting that the proposed digital twin model, based on a Bayesian approach and the use of sensory data, has 

a number of advantages over other existing methods for predicting equipment failures. Unlike traditional models, which 

often rely on rigid rules or simple thresholds, the Bayesian model allows for the consideration of uncertainty and 

variability in data, making the forecast more flexible and accurate. 

Many modern solutions utilize machine learning techniques such as neural networks or decision trees. Although 

these methods can identify complex data dependencies, they require large amounts of historical data for training and are 
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often less interpretable, making it difficult to understand the reasons behind predictions. In contrast, the Bayesian 

approach remains transparent and understandable to specialists, allowing them to incorporate expert knowledge and adapt 

to changes without needing to retrain on a new large dataset. 

Also, unlike classical analysis methods based on static data, the developed system operates in real time, which is 

critical for timely detection of possible failures and prevention of accidents. At the same time, multi-stage data 

preprocessing and filtering reduce the impact of noise and false alarms, which improves the quality and reliability of the 

forecast compared to simple threshold systems. 

Thus, the proposed model combines the advantages of adaptability, interpretability, and resistance to incomplete 

data, which makes it particularly suitable for industrial environments where it is often necessary to work with limited and 

noisy data. The comparative analysis showed that the Bayesian model not only provides sufficient accuracy but also has a 

high level of interpretability and responsiveness. This makes it especially valuable in real-time environments where 

timely diagnosis and decision-making are critical. 

In the future, it will be possible to integrate this approach with more sophisticated machine learning methods to 

improve accuracy while maintaining the transparency and adaptability of the system. 

 

4. Materials and Methods 
As part of this research, a digital twin model was developed, designed to predict equipment failures based on the 

analysis of data from sensors. The methodology is based on the Bayesian approach, which allows estimating the a 

posteriori probability of failure based on new observations [28]. 

Figure 2 shows a detailed diagram illustrating the sequence and interrelation of the key stages of the digital twin's 

operation, designed to predict industrial equipment failures in real time. The basis of this approach is the integration of 

sensory data with the Bayesian method of information processing, which allows for high accuracy and reliability of 

predictions. 

At the initial stage of system operation, designated as the Sensor Layer, continuous monitoring of the equipment's 

technical condition is conducted using integrated sensor devices. These sensors record a wide range of parameters 

reflecting the current characteristics and behavior of the system, including vibrations, temperature indicators, pressure, 

electric current, as well as binary indicators indicating possible deviations from standard values (for example, 0 normal 

state, 1 potential malfunction). The generated data stream is transmitted in real time to the subsequent analytical module 

of the digital twin for further processing. 

To ensure the quality and reliability of incoming data, a preprocessing stage is implemented, including signal 

purification and normalization. This stage aims to minimize the impact of noise and reduce the number of false positives. 

 

 
Figure 2. 

Block diagram of the operation of the digital twin model. 

 

In addition, additional filters are used to eliminate outliers and aggregate data, for example, using moving average 
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methods, which help to increase the model's resistance to anomalies and temporary interference. 

The key component of the digital twin is the Bayesian module, which calculates the a posteriori probability of 

equipment failure (Bayesian Inference Engine). The input of this module receives processed sensory data, as well as a 

priori parameters, including the basic probability of failure and likelihood probabilities. The updated a posteriori 

probability is calculated iteratively using Bayes' formula with each new information input, which ensures dynamic updating 

of the forecast and adaptation of the model to the current state of the system. 

As a result of the module's operation, the probability of failure at a specific time step is generated at the output. This 

value is mapped to a pre-set alarm threshold. If this threshold is exceeded (for example, 30%), the system generates a 

warning notification, initiating the launch of unscheduled diagnostic procedures or a recommendation to stop the equipment 

to prevent an emergency. If the calculated risk remains low, the digital twin continues to function in monitoring mode 

without operator intervention. 

All information about the state of the equipment, current failure probabilities, and alarm events is visualized on the 

Dashboard Layer using graphs, diagrams, and tables, which provide a user-friendly interface for operational analysis and 

decision-making. Additionally, an event log and data logging are maintained, facilitating subsequent in-depth analysis and 

training of technical personnel. 

Thus, the presented digital twin model implements a closed cycle of continuous monitoring, analysis, and adaptation, 

allowing not only to record the occurrence of malfunctions but also to predict their probability in advance. The 

application of the Bayesian approach ensures the interpretability of the model, its adaptability, and the possibility of 

effective use even with a limited amount of historical data, which is an important advantage in the conditions of real 

industrial production. 

 

4.1. Initial data and model parameters. 

Sensor data was generated to simulate the actual operating conditions of the equipment. It is assumed that, on average, 

the system works flawlessly with a 95% probability, and the probability of failure is 5%. The Bayesian model uses the 

following parameters: 

• A priori probability of failure — 0.05; 

• Worst case scenario for failure (probability of current data in the presence of failure) — 0.9; 

• Worst case scenario for normal operation — 0.2. 

 

4.2. Probability Update Algorithm 

The classical Bayes formula is used to calculate the a posteriori probability of failure: 

 

𝑃(𝐻|𝐷) =
P(H∣D)∗P(H) 

𝑃(𝐷)
 

where P(H∣D) is the a posteriori probability of the hypothesis H (failure), P(H) is the a priori probability, P(D∣H) is the 

likelihood, and P(D) is the total probability of the observed data (normalizing factor). 
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Figure 3. 

Software implementation of a digital twin. 

 

4.3. Software Implementation 

The model was implemented in the R language, which allowed not only the performance of necessary calculations 

but also the visualization of the process of updating the probability. To generate the sensor data, the sample () function 

was used, which simulates signals indicating normal operation or equipment failure. The probability was updated step by 

step: with each new observation, the current level of confidence in a possible failure was calculated. 

 

4.4. Visualization of Results 

The ggplot2 library was used to analyze the dynamics of changes in the probability of failure (Figure 1). This made it 

possible to visually demonstrate how the model adapts to new data and updates estimates of the risk of failure during 

operation [29]. 

Figure 4 shows the dynamics of changes in the probability of equipment failure as new data becomes available, 

modeled using the Bayesian approach. The steps of updating the model are postponed along the abscissa (X) axis. Each 

step corresponds to the inclusion of new data in the calculation. The ordinate (Y) axis displays the calculated a posteriori 

probability of failure. 

The graph shows a characteristic decrease in the probability of failure with each subsequent step, which indicates an 

increase in the confidence of the model when additional information is available. The red dots represent empirical 

probability values at each step, and the blue line represents a smoothed trend curve. 
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Figure 4. 

Result of the visualization of the dynamics of the probability of failure. 

 

The results obtained confirm the effectiveness of the Bayesian method for predicting failures, especially in the 

context of building a digital equipment twin. Using iterative model updates allows for the incorporation of new data in 

real time, thereby increasing the accuracy of the forecast and ensuring the adaptability of the digital twin to changes in 

operational conditions. 

 

5. Results 
As a result of implementing the digital twin model using the Bayesian method, a sequence of a posteriori probabilities 

of equipment failure based on incoming sensory data was obtained. In the experiment, a 10-step simulation was performed 

with a 5% failure probability, which corresponds to a typical situation in industrial environments where failures are rare but 

have critical consequences. 

At the first step, the initial a posteriori probability of failure was calculated based on the set parameters: a priori 

probability 0.05, likelihood in case of failure 0.9, and likelihood in normal operation 0.2. The obtained value was 19.15%, 

which indicates a significant increase in confidence in the probability of failure when a single alarm signal is received from 

the sensor. 

Next, the model consistently updated the probability of failure at each step, depending on the new data. Upon 

receiving a failure signal, the probability increased significantly and decreased or remained stable during normal 

operation (Table 2). This dynamic confirms the correctness of the Bayes algorithm and its ability to respond adequately to 

incoming information. 

 
Table 2. 

Change in probability of failure as data becomes available. 

Step Sensor data A posteriori probability of failure (%) 

1 0 (norm) 4.92 

2 0 (norm) 4.86 

3 1 (failure) 18.38 

4 0 (norm) 17.22 

5 0 (norm) 16.23 

6 0 (norm) 15.36 

7 1 (failure) 37.04 

8 0 (norm) 33.91 

9 0 (norm) 31.36 

10 0 (norm) 29.30 
Note: The sensor data was generated using the sample () function with a fixed seed for reproducibility.) 

 

Visualization of the results made it possible to visually trace the dynamics of changes in the probability of failure: the 

graph clearly shows how the probability increases or decreases depending on the incoming data [30]. The model has 

demonstrated high sensitivity to input information, which makes it a promising tool for use in predictive maintenance 

systems. 

Thus, the results obtained confirm the effectiveness of the developed approach and its potential for creating 
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intelligent systems for monitoring the condition of equipment in real time. 

 

6. Discussion 
The results obtained during the implementation of the digital twin model using the Bayesian approach confirm its 

high efficiency in predicting equipment failures. The main advantage of this method is the ability to interactively update 

probability estimates based on new data, which is especially important in conditions of uncertainty and limited 

information [31]. 

Unlike classical predictive maintenance methods such as regression analysis, Al-Hijazeen and Koris [32], neural 

networks, Isah et al. [33] and Yang et al. [34] or decision trees Zhao et al. [35] and Zeng et al. [36], the Bayesian 

approach, Liu et al. [37] is characterized by transparency in interpreting results and lower computational costs [38]. For 

example, in Hassan et al. [39], neural network architectures are used to predict failures, which require large amounts of 

training data and significant computing resources [40]. In comparison, the developed Bayesian prototype does not require 

pre-training on extensive datasets and works with online updates, which significantly increases its flexibility and 

usability. 

Additionally, an important aspect is the model's resistance to noise and incompleteness of data, which is achieved 

through multi-stage preprocessing and filtering of sensory signals [41]. This allows you to reduce the number of false 

alarms and increase the reliability of the forecast in real-world production conditions, where data is often imperfect. 

Another important advantage of this research is the clarity of the results: visualization of the dynamics of changes in 

the probability of failure. Figure 5 demonstrates how the model reacts to various types of sensory signals. This facilitates 

the integration of the model into existing monitoring systems and helps to make informed decisions on equipment 

maintenance. 

  

 
Figure 5.  

Graph of changes in the probability of equipment failure. 
Note: An increase in probability is observed when failure signals are received (1), a decrease is observed with normal data (0). 

 

However, the work has certain limitations. In particular, the model is based on simulated data and uses fixed 

likelihood values, which somewhat simplifies the real picture of equipment operation [42]. In addition, with an increase 

in the amount of data or the use of multiple sensors, it will be necessary to modify the model and, possibly, switch to 

more complex Bayesian networks [3]. Also, the current version does not take into account such important factors as 

component degradation, seasonal fluctuations, and the relationships between failures of various system nodes. 

It should be noted that the integration of additional data sources, such as operational logs and environmental 

conditions, can significantly expand the capabilities of the model and improve the quality of forecasting. The analysis of 

such factors will make it possible to take into account more fully the complex interdependencies and dynamics of the 

equipment condition. 

In the future, it is planned to expand the model to process several types of data, create a hierarchical Bayesian 

structure, and test it on real production data. This will improve the accuracy of forecasting and the adaptability of the 

system in a variety of operating conditions. 
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7. Conclusion 

As part of this research, a prototype of a digital twin for industrial equipment was developed, employing a Bayesian 

method to assess and update the probability of failure in real time based on sensor data. 

Simulation results demonstrated that the Bayesian model effectively adapts to incoming data: when failure signals 

are received, the estimated probability increases sharply, while under normal readings it decreases thus confirming the 

validity of the chosen approach. 

Implementing the model in the R environment enabled visualization of changes in failure probability, which 

improved decision-making transparency and made the results more interpretable for engineering and technical personnel. 

Limitations. The current version of the model uses a limited number of sensor inputs and assumes independence 

among observations. Additionally, the simulated data do not fully capture the complexity of real-world industrial 

conditions, which may limit the generalizability of the results. The absence of real industrial case studies at this stage also 

prevents a full assessment of the model’s robustness to noise and incomplete data. 

Future research directions. Future work will focus on extending the model to incorporate data from multiple sensor 

types, developing multidimensional Bayesian networks, and validating the approach using real-world industrial data. 

These enhancements are expected to improve the accuracy and generalizability of failure predictions. 

The proposed approach is of high practical relevance, as it can be seamlessly integrated into existing industrial 

equipment monitoring systems and applied within the framework of predictive maintenance strategies. 
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