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Abstract

The rapid growth of Internet of Things (1oT) infrastructures has created heterogeneous communication environments where
multiple applications share network resources, making reliable Quality of Service (QoS) increasingly challenging,
especially when routing must support diverse traffic requirements. This study evaluates the performance of two shortest-
path routing algorithms—Dijkstra and Bellman-Ford—within a Software-Defined Internet of Things (SD-IoT) architecture
to analyze their impact on QoS and resource utilization under heterogeneous traffic. An experimental SD-10T testbed was
implemented using the Ryu controller and Mininet emulator, where each algorithm was integrated and tested separately on
a programmable topology. Three 10T applications—e-health, intelligent transportation, and industrial control—were
generated simultaneously. The evaluation considered latency, packet loss, link load distribution, and CPU/RAM usage at
controller and switch levels. Results show distinct behaviors: Dijkstra achieves lower latency and packet loss due to faster
path computation, while Bellman-Ford introduces slightly higher delays and resource consumption because of its iterative
process, yet remains stable under varying loads. Both improve link load distribution compared to default routing. Overall,
routing efficiency depends on convergence behavior and traffic heterogeneity; Dijkstra suits latency-sensitive applications,
whereas Bellman-Ford is more appropriate for adaptive routing scenarios, contributing to QoS-aware SD-1oT design.

Keywords: Bellman-Ford, Dijkstra, Quality of Service (QoS), Routing Algorithms, Software-Defined Internet of Things (SD-10T),
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1. Introduction

The rapid growth of the Internet of Things (IoT) has profoundly transformed digital environments by connecting an
increasing number of intelligent devices capable of collecting, processing, and exchanging data in real time. This expansion
relies on a distributed infrastructure composed of sensors, gateways, and embedded devices that continuously interact to
generate and transmit information flows originating from the physical world. Application domains are rapidly expanding:
biomedical devices supporting remote monitoring in e-health systems, road sensors integrated into intelligent transportation
infrastructures, instrumented production chains associated with Industry 4.0, and interconnected urban infrastructures
characteristic of smart cities. A defining feature of this ecosystem remains its heterogeneity. Devices differ significantly in
terms of computational capabilities, energy consumption, and communication technologies, resulting in data flows
characterized by diverse temporal constraints and priority levels. In such a context, the network infrastructure no longer
acts solely as a communication medium; it becomes a critical component responsible for transporting and coordinating
multiple information flows while meeting the specific Quality of Service (QoS) requirements associated with each
application.

Within this highly interconnected environment, Quality of Service emerges as a key factor in ensuring the reliable
operation of 10T applications. The traffic generated by these systems exhibits heterogeneous requirements depending on the
operational context. Certain applications—such as medical remote monitoring or industrial control—demand extremely
low latency and high reliability to guarantee the timely delivery of critical information. Other services require sufficient
bandwidth and minimal packet loss in order to maintain acceptable performance levels. Managing these requirements is
complicated by the operational characteristics of 10T networks. Such infrastructures must cope with congestion phenomena,
sudden traffic fluctuations resulting from large volumes of sensor-generated data, and often limited computational and
communication resources at nodes and gateways. Additionally, these environments are inherently dynamic: network
topologies and communication conditions may evolve rapidly due to device mobility, intermittent connectivity, or
variations in traffic demand. Under these circumstances, conventional network architectures frequently encounter
scalability and adaptability limitations, making it difficult to consistently satisfy the QoS requirements imposed by modern
10T applications.

To address these challenges, a network architecture has increasingly attracted the attention of the research community:
Software-Defined Networking (SDN). The fundamental principle of SDN lies in the explicit separation between the control
plane and the data plane. This architectural shift removes the traditional decision-making logic from forwarding devices
and relocates it to a centralized software controller capable of orchestrating network behavior at a global level. As a result,
switches become responsible for executing forwarding rules, while the controller analyzes network conditions—such as
link states, queue utilization, and active traffic flows—in order to dynamically adapt routing policies. Such
programmability represents a particularly promising engineering paradigm for loT environments, where heterogeneous
devices generate traffic with diverse and often competing operational requirements. Within this context emerges the
concept of the Software-Defined Internet of Things (SD-10T), an architectural model in which sensors, gateways, and
communication infrastructures are coordinated through a centralized control plane capable of dynamically adjusting traffic
management across the entire system. As illustrated in Figure 1 this architecture enables the SDN controller to maintain a
global view of the network and dynamically orchestrate traffic flows according to the QoS requirements of heterogeneous
IoT applications. This orchestration capability positions SDN as a key enabler for improving Quality of Service
management in 10T networks characterized by high traffic variability and significant device heterogeneity.
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Figure 1.

Conceptual architecture of a Software-Defined Internet of Things (SD-10T) environment illustrating heterogeneous loT applications and
centralized QoS-aware traffic management through an SDN controller.

The literature dedicated to Software-Defined Internet of Things (SD-10T) environments highlights several engineering
directions aimed at improving traffic management in infrastructures characterized by strong device heterogeneity and
significant traffic variability. One major research line concerns traffic classification, a mechanism that enables the
identification of flows generated by 10T applications in order to dynamically adjust network policies. Machine-learning-
based approaches have been proposed to analyze statistical traffic signatures and anticipate their behavior within SDN
infrastructures [1]. Other studies rely on neural architectures or combine deep packet inspection with semi-supervised
learning techniques to refine the categorization of application flows [2, 3]. In parallel, several works focus on load
management and resource distribution, which represent essential challenges in programmable architectures where
controllers must orchestrate a large number of simultaneous flows. Load balancing mechanisms have been introduced to
dynamically distribute traffic across links, switches, or controllers, thereby reducing congestion and improving the overall
utilization of network resources [4]. In multi-controller architectures, certain solutions incorporate dynamic switch
migration techniques to balance control-plane load and enhance network resilience [4-6]. Another research direction
addresses the placement of flow rules in switch tables, a challenge directly associated with the memory limitations of SDN
devices. Several studies have proposed rule aggregation or optimized rule placement strategies to mitigate TCAM table
saturation while preserving visibility over active flows [7]. More recent approaches employ deep learning techniques to
dynamically adjust rule installation according to traffic behavior [8].

Within this landscape of solutions, particular attention has progressively focused on Quality-of-Service-aware routing,
a central mechanism for orchestrating traffic flows in SD-10T architectures. Numerous models have been proposed to select
transmission paths based on metrics such as latency, available bandwidth, and link reliability. Centralized approaches
leveraging the global control capabilities of SDN have been developed to optimize path selection in 0T environments [9,
10]. Other contributions introduce adaptive or heuristic routing strategies designed to accommodate network dynamics and
the diversity of application requirements [11-14]. Some studies also employ nature-inspired algorithms or deep learning
techniques to enhance routing performance while optimizing the energy consumption of 10T devices [15-17]. Despite these
advances, existing research indicates that routing management in SD-10T environments remains subject to complex trade-
offs between path optimality, adaptability to traffic variations, and efficient utilization of network resources.

SD-IoT environments introduce a particularly demanding network dynamic, characterized by the coexistence of
multiple traffic flows generated by heterogeneous applications such as medical telemetry, intelligent transportation
systems, and connected industrial infrastructures. These flows exhibit distinct performance constraints—minimal latency
for time-sensitive applications, high reliability for control systems, and sufficient bandwidth for data-intensive services—
and evolve in contexts where network conditions may change rapidly due to traffic bursts, fluctuations in link utilization, or
the reconfiguration of transmission paths. Within this framework, routing algorithms play a decisive role in the overall
performance of the system, as they directly influence end-to-end latency, congestion phenomena, and the efficient
utilization of network resources. Despite the large body of research dedicated to QoS optimization in SD-IoT architectures,
the literature has predominantly focused on heuristic or machine-learning-based approaches, while relatively few studies
have conducted in-depth analyses of the behavior of classical routing algorithms under realistic SD-10T scenarios
characterized by heterogeneous traffic and diverse QoS requirements.

In this context, several SDN controllers still rely on classical routing algorithms to compute transmission paths within
the network. Among them, Dijkstra’s algorithm remains widely adopted due to its computational efficiency and its ability
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to rapidly determine minimum-cost paths based on a global knowledge of the network topology. This property makes it
particularly well suited to SDN architectures where the controller maintains a centralized view of network state. In contrast,
the Bellman—Ford algorithm follows an iterative computation process capable of accommodating variations in link costs
and more readily integrating changes in network conditions, providing a certain level of robustness in dynamic
environments. These two approaches rely on fundamentally different computational principles and may therefore exhibit
distinct behaviors when the network operates under variable loads and heterogeneous traffic flows. Despite their frequent
presence in SDN controllers and programmable networking infrastructures, comparative evaluations of their performance
within SD-10T environments—where multiple applications coexist and QoS requirements diverge—remain relatively
limited in the existing literature.

Within this perspective, the present study aims to systematically analyze the behavior of two widely used routing
algorithms in SDN controllers—Dijkstra and Bellman—Ford—when applied to an SD-10T environment characterized by
heterogeneous traffic flows and diverse performance constraints. The primary objective is to compare their performance in
a multi-application traffic context in order to evaluate their ability to effectively manage Quality of Service in a
programmable network. This analysis is guided by several research questions. First, how do these two algorithms respond
to varying traffic loads in an SD-loT architecture, particularly when the network must simultaneously handle latency-
sensitive flows and others that are more tolerant to delay? Second, which of these algorithms is better suited to maintain
satisfactory QoS levels depending on the types of 10T applications considered? Finally, this study examines the impact of
routing strategies on the utilization of network and controller resources, particularly with respect to link load,
computational resource consumption, and the overall efficiency of the network infrastructure.

To address these research questions, this paper provides several contributions aimed at improving the understanding of
how routing strategies influence the performance of SD-I0T environments. First, the Dijkstra and Bellman—Ford algorithms
are implemented within the Ryu SDN controller in order to enable dynamic path computation in a programmable network
infrastructure. Second, an experimental scenario representative of a multi-application SD-10T environment is designed,
incorporating three types of traffic corresponding to common 10T use cases: e-health services, intelligent transportation
systems, and industrial control applications, each associated with specific QoS requirements. Third, an experimental
evaluation is conducted to analyze the impact of both algorithms on several network performance metrics, including
latency, packet loss rate, link load distribution, and resource consumption at both the switch and controller levels in terms
of CPU and memory utilization. Finally, a detailed comparative analysis is performed to identify behavioral differences
between the two routing approaches and to better understand their ability to manage heterogeneous loT traffic in a dynamic
SD-IoT environment.

The remainder of this paper is organized as follows. Section 2 presents an analysis of existing studies addressing QoS
improvement in SDN and SD-loT environments. Section 3 describes the methodological framework and the experimental
architecture used for the evaluation. Section 4 presents the results obtained from the conducted experiments. Section 5
provides an interpretation of these results in relation to previous studies, discusses their implications, and outlines potential
directions for future research. Finally, Section 6 summarizes the main conclusions of this work.

2. Literature Review
2.1. Shortest Path Routing in Software-Defined Networks

In SDN architectures, routing decisions are transferred to the control plane, where the controller leverages a global
view of the network topology to dynamically compute transmission paths. In this context, shortest-path algorithms derived
from graph theory play a central role in determining optimal routes. Among them, Dijkstra’s algorithm is widely adopted
due to its efficiency in computing minimum-cost paths when link weights are known. Several studies have attempted to
improve its execution in distributed environments. Some approaches rely on MapReduce architectures to accelerate path
computation in hybrid Cloud-Edge—loT infrastructures [18] while other distributed implementations based on Hadoop-—
MapReduce aim to reduce convergence time in large-scale network environments [19]. Multi-objective extensions have
also been proposed in order to incorporate multiple network metrics—such as latency and bandwidth utilization—into the
route selection process [20]. Furthermore, the performance of these algorithms strongly depends on the underlying control
environment; several studies indicate that the choice of the SDN controller can directly influence throughput, packet
delivery stability, and jitter variability [21]. Within this perspective, approaches combining SDN, Network Function
Virtualization (NFV), and Federated Deep Reinforcement Learning have been proposed to dynamically adapt routing
policies in 10T environments and improve network resource utilization [22]. Despite these advances, the analysis of
shortest-path algorithm behavior in 10T scenarios characterized by heterogeneous traffic flows remains relatively limited.

2.2. Bellman-Ford in Dynamic and Hybrid Network Environments

In environments where network topology evolves frequently or where link conditions fluctuate, routing approaches
must move beyond an implicit assumption often associated with classical shortest-path methods: the stability of link
weights. It is precisely in such contexts that the Bellman—Ford algorithm retains a significant presence in the literature. Its
iterative mechanism, based on the progressive propagation of distance estimates between neighboring nodes, allows it to
incorporate variations in link costs and recompute routes when the network structure changes. Recent studies exploit this
property in highly dynamic environments. For instance, Bellman—Ford has been applied in Low Earth Orbit (LEO) satellite
networks, where orbital movements continuously modify network topology; when combined with clustering techniques, it
contributes to improving routing resilience in the presence of rapidly changing connectivity conditions [23]. Other research
integrates the algorithm into Hybrid Software-Defined Networking architectures, where some network segments still
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operate using traditional protocols while others are managed by a centralized SDN control plane. In this context, the
heuristic H-STE algorithm employs Bellman—Ford to simultaneously adjust OSPF weights and traffic distribution, enabling
control over a large portion of network flows while reducing maximum link utilization [24]. These findings illustrate the
ability of Bellman—Ford to operate effectively in hybrid and evolving network environments; however, its behavior remains
insufficiently explored when such dynamics are combined with the traffic heterogeneity and variability characteristic of
SD-loT environments.

2.3. Comparative Studies of Routing Algorithms in SDN

Comparative studies of routing algorithms constitute another line of research within SDN architectures, aiming to
evaluate their respective performance in programmable environments. Some works have compared Dijkstra, Bellman—
Ford, an extended version of Dijkstra, and Floyd—Warshall within the POX controller, showing that Bellman—Ford can
provide greater stability and more effective packet loss management in certain experimental scenarios [25]. Other studies
have implemented several algorithms—particularly Dijkstra, Bellman—Ford, Floyd—Warshall, and A*—in the RYU
controller, highlighting the superior performance of Dijkstra in terms of average throughput [26]. A complementary
analysis considering convergence time, memory consumption, and scalability also indicates that Dijkstra is generally better
suited for large-scale topologies, whereas Bellman—Ford remains relevant in specific contexts [27]. These studies provide
useful comparative insights; however, they often rely on homogeneous traffic scenarios and a limited set of evaluation
metrics, leaving relatively few analyses of their behavior in SD-10T environments characterized by heterogeneous traffic
flows and diverse QoS requirements.

2.4. Dijkstra vs Bellman-Ford in Programmable Networks

Among the existing studies, the work most closely related to our approach is presented in Tammanashastri, et al. [28]
where the authors compare the Dijkstra and Bellman—Ford algorithms within a programmable SDN environment. Their
results indicate that Dijkstra provides better performance in relatively stable topologies with positive link weights, whereas
Bellman—Ford demonstrates a greater ability to adapt when network conditions evolve rapidly. This comparison therefore
highlights the trade-off between computational efficiency and robustness to topology variations. However, the analysis
remains limited to a generic SDN context and does not consider the specific constraints of SD-l0T environments,
particularly the coexistence of heterogeneous application flows and differentiated Quality of Service requirements.

2.5. Research Gap and Contribution

The analysis of existing studies reveals several persistent limitations in the evaluation of routing algorithms within
programmable network environments. As illustrated in Table 1, most comparative studies have been conducted in generic
SDN settings, often relying on relatively simplified simulation scenarios and homogeneous traffic models. Evaluations
typically consider a limited set of performance metrics—such as throughput or packet loss—without incorporating the
broader range of indicators required to assess Quality of Service in 10T environments. In addition, relatively few studies
explicitly address the coexistence of heterogeneous application flows, which represents a defining characteristic of SD-loT
architectures, where different services impose distinct performance requirements. Furthermore, the impact of routing
algorithms on the resource utilization of the SDN controller and network devices is rarely examined. To address these gaps,
the present work provides a comparative analysis of the Dijkstra and Bellman—Ford algorithms within an SD-loT
environment that integrates multiple representative traffic types—e-health, intelligent transportation, and industrial
control—and evaluates their behavior through an extended set of QoS metrics, including latency, packet loss rate, link load
distribution, as well as CPU and memory consumption at both the controller and switch levels. This approach makes it
possible to identify the operational conditions under which each algorithm performs most effectively and to gain a deeper
understanding of their behavior in realistic SD-10T scenarios.

Table 1.
Comparative summary of routing algorithm evaluation studies in SDN and SD-IoT environments.
Study Algorithms Environment | Traffic Model | QoS Metrics | Controller Limitations
Compared Evaluated Resource
Analysis
Ghimire and | Dijkstra, Bellman- | SDN  (POX | Homogeneous | Packet loss, | No Limited metrics
Basnet [25] Ford, Extended | controller) traffic stability and simplified
Dijkstra, Floyd- simulation
Warshall environment
Patel, et al. | Dijkstra, Bellman- | SDN  (RYU | Generic traffic | Throughput No Evaluation
[26] Ford, Floyd- | controller) limited to a
Warshall, A* single
performance
metric
Narang and | Dijkstra vs | Generic Not specified Convergence, | No Does not
Hossain [27] | Bellman-Ford network memory consider  loT
environment usage, constraints ~ or
scalability QoS diversity

29



International Journal of Innovative Research and Scientific Studies, 9(9) 2026, pages: 25-40

Tammanashas | Dijkstra vs | SDN Generic traffic | Basic routing | No Does not
tri, et al. [28] | Bellman-Ford performance consider
heterogeneous
loT traffic
This work Dijkstra vs | SD-loT Heterogeneous | Latency, CPU/RAM Experimental
Bellman-Ford environment traffic (e- | jitter, packet | consumption | topology
(Ryu health, loss, at controller | limited in size
controller) intelligent throughput, and switches
transportation, | link load
industrial
control)

3. Research Methods
3.1. SD-10T System Architecture

The experimental architecture is based on a Software-Defined Internet of Things (SD-10T) environment in which
control functions are separated from packet forwarding mechanisms. A structural separation. The control plane is
centralized in a Ryu controller, responsible for orchestrating routing decisions and dynamically installing forwarding rules
within the network. The data plane, in contrast, consists of OpenFlow switches responsible for forwarding packets
according to the instructions received from the controller. The entire infrastructure is emulated using Mininet, a widely
used environment for experimenting with SDN architectures, which allows the reproduction of programmable network
topologies while maintaining precise control over network parameters.

The experimental topology, illustrated in Figure 1 consists of five interconnected SDN switches, denoted s;to0 ss,
forming the backbone of the network. The switches execute only the forwarding rules installed by the controller—no local
routing decisions are performed. Three traffic injection clusters are connected to switches s;, s,, and s;, each
simultaneously generating three types of 10T traffic corresponding to different application scenarios. These flows are then
forwarded through the SDN infrastructure toward three application servers connected to switches s,and ss, representing
respectively e-health, intelligent transportation, and industrial control services. This configuration enables the reproduction
of a multi-traffic SD-10T environment in which several categories of flows coexist and simultaneously compete for network
resources.

The overall structure of this experimental infrastructure—including switches s;—ss, traffic generation clusters, and
application servers—is illustrated in Figure 2. From a formal perspective, the network can be modeled as a directed graph
G = (V, E), where Vrepresents the set of network nodes (switches and hosts) and Edenotes the set of links connecting these
nodes. Each link (i, j) € Eis associated with a weight w(i, j), representing a transmission cost such as latency or link load.
These weights are used by routing algorithms to determine optimal paths within the studied SD-10T environment.
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Figure 2.
Experimental SD-1oT Architecture with Ryu Controller.

3.2. Experimental Environment

The experimental evaluation was conducted in an environment based on the Mininet network emulator, which is
widely used for modeling and analyzing SDN and SD-IoT architectures. This environment enables the reproduction of a
programmable network infrastructure while allowing precise control over experimental parameters such as network
topology, links, and application traffic flows. Centralized network management is ensured by the Ryu controller,
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implemented in Python and configured to operate with the OpenFlow 1.3 protocol, enabling the dynamic installation of
forwarding rules in OpenFlow switches as well as the integration of the routing algorithms under study.

The simulations were executed on the Ubuntu Linux 20.04.6 (64-bit) operating system. The Mininet environment and
the Ryu controller were deployed on a VirtualBox virtual machine equipped with 8 GB of RAM and 8 CPU cores,
providing sufficient computational resources for SD-10T network emulation and the execution of routing algorithms. This
virtual machine is hosted on a physical machine with 16 GB of RAM and an AMD Ryzen 7 5800U processor running at
1.9 GHz, ensuring stable execution of the experiments and reliable collection of performance metrics. The detailed
description of this experimental environment is intended to ensure the scientific reproducibility of the obtained results and
to facilitate the replication of experiments under similar conditions.

3.3. Routing Algorithm Implementation

The Dijkstra and Bellman—Ford routing algorithms were integrated into the Ryu controller in order to determine
transmission paths within the SD-10T infrastructure. A simple principle was adopted: only one algorithm is active at a time.
Each algorithm is executed in a separate experimental scenario, enabling an independent analysis of their behavior before
performing a comparative evaluation of their performance. This approach prevents any interference between routing
mechanisms and ensures a fair assessment of both methods under identical network conditions.

The controller first constructs a representation of the network as a graph G = (V, E)using topology information
collected through OpenFlow messages. The nodes of the graph correspond to SDN switches, while the edges represent the
network links connecting these switches. Based on this representation, the controller’s routing module executes either the
Dijkstra or the Bellman—Ford algorithm in order to compute the minimum-cost path between the source and destination
nodes. The Dijkstra algorithm determines the shortest path by progressively exploring the neighbors of the source node,
whereas Bellman—Ford performs iterative edge relaxation, allowing it to incorporate variations in link costs within the
network.

Once the optimal path has been determined, the Ryu controller generates the corresponding OpenFlow forwarding
rules for each segment of the computed path. These rules are then installed in the switches using FlowMod messages,
creating the necessary entries in the switches’ flow tables. As a result, packets can be forwarded directly at the data plane
level without involving the controller for each transmission. When network conditions evolve—such as the appearance of a
new traffic flow or changes in link load—the controller can recompute paths and dynamically update routing rules, thereby
ensuring continuous adaptation to traffic conditions within the studied SD-1oT environment.

3.5. SD-IoT Traffic Scenario

To evaluate the behavior of routing algorithms in an environment representative of 10T networks, several typical SD-
0T applications were simulated within the experimental infrastructure. Three traffic categories were considered: e-health,
intelligent transportation, and industrial control, each characterized by distinct QoS requirements. The e-health flows
correspond to connected medical applications that require rapid and reliable transmission of biomedical data; their primary
requirement is very low latency in order to ensure timely responses from monitoring systems. Intelligent transportation
flows represent communications between vehicles and intelligent infrastructures, characterized by dynamic traffic patterns
and high sensitivity to packet loss, which may compromise the reliability of traffic information. Finally, industrial control
flows correspond to communications used in automated industrial systems, where the priority is stability and regularity of
transmissions to guarantee the continuous operation of control processes.

In the experimental scenario, each cluster simultaneously generates these three traffic types, thereby reproducing a
multi-application environment typical of SD-l1oT networks. The offered load is progressively varied in order to observe the
behavior of routing algorithms under different traffic conditions. Three load levels were considered: 50 Mbps, 150 Mbps,
and 300 Mbps for each injected traffic type. This configuration makes it possible to analyze network performance as the
demand for resources gradually increases. Performance is then evaluated using several QoS and operational efficiency
metrics, including latency, packet loss rate, link load distribution, as well as resource consumption (CPU and RAM) at both
the controller and switch levels. This methodology enables a detailed observation of the impact of routing algorithms
according to traffic type and load level, while highlighting the trade-offs between service quality and resource utilization in
a heterogeneous SD-loT environment.

3.6. QoS Evaluation Metrics
Performance evaluation in the SD-IoT environment relies on a set of indicators designed to simultaneously analyze the
Quality of Service perceived by applications and the operational impact of routing mechanisms on the network
infrastructure. Measurements are obtained from the experimental environment combining Mininet for network emulation,
iPerf for traffic generation and flow analysis, as well as statistics collected by the Ryu controller. These metrics make it
possible to observe how routing algorithms influence transmission dynamics when multiple loT flows with different
requirements coexist within the same infrastructure.
The evaluated indicators are as follows:
e Latency: the transmission delay between a source node and a destination node. This metric is measured using ping
commands executed between Mininet hosts, providing the packet round-trip time (RTT).
e Packet Loss Rate: the proportion of packets lost during transmission. This value is estimated from the results of UDP
transmissions generated with iPerf, by comparing the number of packets sent with those successfully received.
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e Throughput: the effective volume of data transferred between two nodes during a given time interval. This metric is
directly provided by iPerf, which also allows control of traffic parameters such as protocol type, target bandwidth,
and transmission duration.

e Link Load: the utilization level of the links connecting SDN switches. This information is derived from traffic
statistics collected within Mininet and from flow information reported to the controller.

Beyond these network metrics, the study also examines the impact of routing algorithms on system resources,
particularly:

e CPU Usage: the processor utilization rate at both the SDN controller and data-plane devices.

e RAM Usage: memory consumption associated with the execution of routing modules and the management of flows
within the controller.

These measurements are collected using system monitoring tools and internal statistics provided by the Ryu controller.
Together, these indicators make it possible to relate two fundamental dimensions of the analysis: the performance
perceived by loT applications and the computational footprint of the routing mechanisms deployed in the SD-loT
infrastructure.

3.7. Experimental Procedure

The experimental evaluation follows a structured protocol to analyze routing behavior in an SD-10T environment under
controlled conditions. The network is first deployed in Mininet with OpenFlow switches, traffic generators, and servers,
allowing the Ryu controller to discover the topology. Traffic is then generated using iPerf to emulate e-health,
transportation, and industrial applications in a multi-flow setting. Each scenario activates only one routing algorithm at a
time: Dijkstra is used first to compute shortest paths and install FlowMod rules, followed by Bellman—Ford under identical
conditions to isolate its impact. Performance metrics such as latency, packet loss, link load, CPU, and RAM usage are
collected across different load levels. Each experiment is repeated multiple times with 60-second sessions to ensure stable
results, enabling a reliable comparison of QoS and resource efficiency.

Table 2.

Experimental procedure used for the evaluation of routing algorithms

Step Description Tools / Methods
Network Creation of the SD-10T topology including 5 OpenFlow switches (s1-s5), | Mininet
Initialization three traffic generation clusters, and three application servers

Traffic Generation Simultaneous injection of three IoT traffic types: e-health, intelligent | iPerf

transportation, and industrial control

Routing  Algorithm
Selection

Activation of a routing algorithm in the controller for each experimental
scenario

Ryu Controller

Path Computation

Computation of the optimal path between source and destination nodes

Dijkstra or Bellman—
Ford

Flow Rule | Deployment of OpenFlow rules in the switches along the selected path OpenFlow FlowMod

Installation

Traffic Transmission | Forwarding of packets through SDN switches toward application servers SD-loT
infrastructure

QoS
Collection

Metrics

Measurement of network performance indicators: latency, packet loss, and
link load

ping, iPerf, Mininet
statistics

Resource Monitoring | Analysis of resource utilization at both controller and switch levels CPU / RAM

monitoring
Experiment Execution of tests under different traffic load levels to ensure result | Experimental
Repetition reliability iterations

4. Solutions and Results
This section presents the experimental results obtained from the SD-I0T testbed described in the previous section. The

evaluation focuses on the behavior of the Dijkstra and Bellman—Ford routing algorithms under heterogeneous traffic
conditions and different load levels. The analysis considers several QoS indicators, including latency, packet loss, link
utilization, and resource consumption at both the controller and switch levels.

4.1. Latency Analysis

Latency corresponds to the propagation delay of a packet between a source node and a destination node within the SD-
I0T infrastructure. This metric directly reflects the responsiveness of the network: the lower the transmission delay, the
more effectively the communication chain satisfies the temporal constraints imposed by connected applications. In 10T
environments characterized by heterogeneous traffic flows and strict timing requirements, particularly for e-health services
or certain industrial control systems, the ability to control this parameter becomes essential.

The experimental results related to average latency are presented in Figure 3 and Figure 4 corresponding respectively
to the scenarios executed using the Dijkstra and Bellman—Ford algorithms. The analysis reveals a systematic difference in
the temporal behavior of the two routing mechanisms. Paths computed by Dijkstra generally lead to lower transmission
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delays. A clear observation. The path selection process, based on the progressive exploration of minimum distances, favors
the rapid establishment of stable routes, thereby reducing the time required for packets to traverse the infrastructure.

The behavior observed with Bellman-Ford differs slightly. Latency values remain close to those obtained with Dijkstra
but exhibit a slightly higher average level. This variation can be associated with the intrinsic nature of the algorithm: the
iterative edge-relaxation mechanism requires several update cycles before reaching a convergent state of the network graph.
As a result, the computation of the optimal path unfolds over a longer temporal interval.
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Average latency using Dijkstra algorithm.
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Average latency using Bellman-Ford algorithm.

4.2. Packet Loss Analysis

The packet loss rate represents a direct indicator of transmission reliability in a programmable network environment. In
an SD-loT system, where multiple application flows with different requirements coexist, the ability of the routing
mechanism to preserve the integrity of transmissions becomes a determining factor. Excessive packet loss may lead to
performance degradation, trigger additional retransmissions, or—in the case of critical applications—disrupt service
continuity. Routing robustness can therefore be assessed by observing how each algorithm maintains flow stability as
network load increases.

The experimental results related to packet loss rate are presented in Figures 5 and 6 corresponding respectively to the
scenarios using Dijkstra and Bellman—Ford. The analysis highlights a progressive difference in the behavior of the two
approaches as traffic load increases. Routes computed by Dijkstra maintain a relatively low packet loss level, even under
the highest load conditions. The shortest-path selection mechanism promotes a more stable distribution of traffic flows
across the topology, thereby limiting congestion situations that could otherwise lead to packet drops.

The behavior observed with Bellman—Ford reveals a slightly different tendency. When the traffic load reaches higher
levels, particularly 300 Mbps, the packet loss rate becomes more noticeable. This phenomenon can be associated with the
iterative nature of the algorithm: the progressive propagation of distance information across the network graph requires a
longer convergence period. During this route adjustment phase, some forwarding decisions may rely on temporarily
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outdated cost information. The consequence: a temporary accumulation of packet losses before the routing paths fully
stabilize.

Packet Loss
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Figure 5.
Packet loss rate using Dijkstra algorithm.
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Packet loss rate using Bellman-Ford algorithm.

4.3. Link Load Distribution

The distribution of load across network links constitutes a key indicator for analyzing congestion phenomena in an SD-
10T network. It represents the volume of traffic passing through each connection between the switches in the topology.
When traffic concentrates on a limited number of links, certain portions of the network quickly become saturated while
other resources remain underutilized. This load asymmetry may lead to increased transmission delays, higher packet loss
rates, and, more broadly, a degradation of the Quality of Service perceived by applications. Conversely, a balanced
distribution of flows allows a more efficient use of the overall capacity of the infrastructure.

The results related to link load distribution are illustrated in Figures 7, 8, and 9, representing respectively the initial
scenario without specific optimization, followed by the configurations using the Dijkstra and Bellman—Ford algorithms.
The observation of Figure 7 highlights a typical behavior of the default routing mechanism of the Ryu controller: a
significant portion of the traffic is concentrated on a few central links of the topology. Some connections therefore carry a
high load, while others remain lightly utilized. This unbalanced distribution increases the probability of local congestion.
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Link load distribution with default Ryu routing.

The scenarios integrating shortest-path algorithms exhibit a different dynamic. Figures 8 and 9 show that the
introduction of Dijkstra or Bellman—Ford leads to a more homogeneous utilization of the available links within the
topology. Traffic flows are distributed across a wider set of paths, reducing the pressure on the most heavily used
connections. This effect is particularly visible in the intermediate segments of the network, where the load becomes more
evenly distributed among multiple possible routes.
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Link load distribution using Dijkstra algorithm.
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Figure 9.
Link load distribution using Bellman-Ford algorithm.

This redistribution of traffic improves the overall utilization of network resources. Fewer saturation points. Greater
stability of the transmission system. In an SD-loT environment characterized by multiple flows and variable loads, the
ability of routing mechanisms to orchestrate such distribution becomes a determining factor for limiting congestion and
maintaining consistent performance across the entire infrastructure.

4.4. System Resource Utilization

The analysis of resource consumption makes it possible to estimate the computational load induced by routing
mechanisms within the SD-loT infrastructure. In an SDN architecture, the centralized controller orchestrates path
establishment and installs flow rules in OpenFlow switches; this centralization implies that network computation and
management operations may directly influence system resource utilization. The study therefore considers two levels of
observation: the switches of the data plane and the SDN controller.
Measurements related to CPU and RAM consumption of OpenFlow switches are presented in Figures 10 to 13. The results
indicate that resource utilization at the switch level remains generally low for both studied algorithms. In the scenario using
Dijkstra (Figures 10 and 11), processor and memory consumption remain stable even as traffic load increases, indicating
that packet forwarding operations and the application of OpenFlow rules impose only a limited burden on data-plane
devices.
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Figure 10.
Average CPU usage at switches using Dijkstra algorithm.
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The behavior observed with Bellman—Ford (Figures 12 and 13) remains similar, although a slight increase appears
under the highest traffic loads. This variation can be associated with the larger number of flow updates generated by the

controller during route recalculation.
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Figure 12.
Average CPU usage at switches using Bellman-Ford algorithm.
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The impact on the control plane is presented separately in Table 1 which summarizes the average CPU and RAM
consumption of the Ryu controller for both algorithms under different load levels. The results indicate that Bellman—Ford

37



International Journal of Innovative Research and Scientific Studies, 9(9) 2026, pages: 25-40

imposes a higher computational load on the controller than Dijkstra, and that this difference becomes more noticeable as
the traffic volume increases. This disparity can be mainly attributed to the iterative nature of the Bellman—Ford algorithm,
which requires multiple edge relaxation phases before the path computation converges.

Despite this relative increase, the observed resource consumption levels remain within the limits compatible with the
experimental infrastructure used in this study. However, the results suggest that as the network size or traffic intensity
grows, the load placed on the controller may become a decisive factor when selecting routing mechanisms for SD-1oT
environments characterized by high traffic density.

Table 3.
Average CPU and RAM usage of the Ryu controller for Dijkstra and Bellman-Ford under varying loads.
Load (Mbps) CPU Dijkstra (%) CPU Bellman-Ford RAM Dijkstra RAM Bellman-Ford
(%) (MB) (MB)
50 12.4 15.8 210 245
150 18.7 24.5 230 280
300 27.9 36.4 255 310
5. Discussion

5.1. Interpretation of the Main Findings

The experimental results highlight several key insights regarding the behavior of routing mechanisms in the studied
SD-1oT environment. The lower latency observed with Dijkstra can be attributed to the deterministic nature of its shortest-
path computation process. The algorithm progressively constructs a set of nodes whose minimum distance from the source
has been confirmed, enabling the rapid identification of stable routes within the topology. This fast convergence reduces
the transient phases during which packets might otherwise be forwarded through suboptimal paths. The behavior of
Bellman-Ford relies on a different principle. Distance computation is performed through an iterative edge-relaxation
process in which each node updates its routing information based on that of its neighbors. This mechanism provides a
certain level of adaptability to variations in topology or link cost, but it also requires a greater number of iterations before
reaching a stable state. As a result, convergence extends over a longer time interval, which may explain the slightly higher
latency observed in the experiments.

The analysis of link load distribution provides a second level of interpretation. When default routing is used, a
significant portion of traffic tends to concentrate on specific segments of the network, increasing the likelihood of localized
congestion points. The introduction of shortest-path algorithms modifies this dynamic by exploiting the network graph
structure more efficiently. Traffic flows are distributed across multiple available paths, resulting in a more balanced
utilization of network links and a reduction in overload situations. This redistribution of traffic also contributes to
stabilizing the overall performance of the network. These observations ultimately highlight a fundamental aspect: the
convergence dynamics of routing algorithms directly influence QoS performance in SD-I0T environments, affecting
transmission delays, congestion management, and the computational load imposed on the SDN controller.

5.2. Comparison with Previous Studies

The results obtained in this study align with previous research focused on evaluating routing algorithms in Software-
Defined Networking (SDN) environments. Several comparative studies have investigated the performance of shortest-path
algorithms in programmable network infrastructures. The work presented in Patel, et al. [26] indicates that Dijkstra can
achieve higher average throughput in certain SDN environments. The observations derived from our experiments partially
converge with these findings. In our experiments, Dijkstra also demonstrates more stable behavior across several Quality of
Service indicators, particularly latency and packet loss rate. This trend can be attributed to the rapid convergence of its path
computation mechanism, which enables the algorithm to quickly establish consistent transmission routes within the
network topology.

However, some differences emerge when the results are considered within the specific context of SD-loT
environments. Previous comparative studies, such as those presented in Ghimire and Basnet [25] and Narang and Hossain
[27] were mostly conducted under relatively homogeneous simulation scenarios, typically characterized by a single traffic
model or a limited set of evaluation metrics. In these studies, the analysis often focuses on a specific indicator, such as
algorithmic convergence, throughput, or memory usage. The approach adopted in the present study extends this analytical
framework by considering a multi-application scenario, where several 10T traffic types, e-health, intelligent transportation,
and industrial control, coexist simultaneously and impose distinct QoS requirements. This configuration introduces network
dynamics that are more representative of real operational 10T environments.

The study most closely related to our approach is presented in Tammanashastri, et al. [28] where the authors compare
Dijkstra and Bellman—Ford in a programmable SDN network. Their work highlights the efficiency of Dijkstra in relatively
stable topologies and emphasizes the robustness of Bellman—Ford under network variations. The results obtained in our
study partially confirm these observations while providing an additional level of analysis. The evaluation conducted in an
SD-IoT environment characterized by heterogeneous flows and variable traffic loads demonstrates that algorithm
performance cannot be interpreted using a single metric alone. Instead, Quality of Service results from the interaction of
multiple interdependent factors, including latency, packet loss, link load distribution, and controller resource consumption.
This multi-metric analysis therefore contributes to a more comprehensive understanding of routing mechanism behavior
within SD-10T architectures.
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To better position our contribution with respect to previous studies, Table 4 summarizes the main characteristics of
existing comparative works and highlights the specific aspects addressed in the present study.

Table 4.
Comparison with Previous Studies on Routing Algorithms in SDN/SD-IoT.
Study Routing Evaluation Traffic Evaluation Scope | Key Contribution
Algorithms | Context Characteristics
Ghimire and | Dijkstra, SDN  testbed | Homogeneous Packet loss and | Comparison of
Basnet [25] Bellman- (POX traffic network stability shortest-path
Ford, Floyd- | controller) algorithms in  SDN
Warshall routing environments
Patel, et al. [26] Dijkstra, SDN (Ryu | Generic traffic Throughput Evaluation of shortest-
Bellman- controller) analysis path routing
Ford, Floyd— performance using the
Warshall, Ryu controller
A*
Narang and | Dijkstra, SDN Synthetic traffic | Convergence time | Algorithmic
Hossain [27] Bellman- simulation and scalability performance
Ford comparison in large-
scale SDN routing
scenarios
Tammanashastri, | Dijkstra, Programmable | Generic traffic Routing Analysis of routing
etal. [28] Bellman- SDN networks performance behavior under
Ford topology variations
This study (2026) | Dijkstra, SD-loT Heterogeneous Multi-metric QoS | Comprehensive QoS-
Bellman- environment loT traffic (e- | evaluation oriented evaluation of
Ford (Mininet + | health, transport | (latency,  packet | routing algorithms in
Ryu) and industrial) loss, link load, | SD-loT multi-
CPU/RAM) application
environments

5.3. Limitations of the Study
Despite the relevance of the results obtained, several limitations should be considered when interpreting the
conclusions of this study:

e Experimental environment based on emulation: The experiments were conducted in an SD-lI0oT environment
emulated using Mininet, which enables the reproduction of a programmable network with precise control over
experimental parameters. However, this approach remains a software abstraction of a real infrastructure; certain
characteristics observed in large-scale 10T deployments, such as hardware-induced delays, radio interference, or
unpredictable traffic variations, are not fully captured within this experimental framework.

e Limited network topology size: The experimental platform relies on an infrastructure composed of five
interconnected SDN switches and three traffic generation clusters. This configuration allows the reproduction of a
representative multi-application environment; however, it remains more compact than operational 10T architectures.
The evaluation of algorithm scalability in much larger network topologies therefore remains only partially addressed.

e Limited number of studied algorithms: The comparative analysis focuses on two classical shortest-path algorithms,
Dijkstra and Bellman—Ford. These mechanisms represent well-established references in programmable networking
environments; nevertheless, other more recent approaches, particularly adaptive routing methods or machine-
learning-based strategies, were not included in this study. Exploring such techniques could provide additional
perspectives for the dynamic optimization of routing in SD-10T environments.

5.4. Future Research Directions

The results obtained in this study open several research directions aimed at further investigating routing mechanisms in
SD-IoT environments. A first direction concerns the analysis of routing algorithm behavior in multi-controller SDN
architectures, where multiple control entities cooperate to manage distributed network infrastructures. Introducing such
architectures could make it possible to evaluate how the distribution of control functions influences network performance
and scalability. A second research direction involves integrating machine learning mechanisms capable of dynamically
adapting routing decisions according to network conditions, traffic evolution, and the QoS requirements of applications.
The exploration of large-scale 10T topologies also represents an important area of investigation in order to assess the
robustness and scalability of routing mechanisms in environments characterized by a high number of nodes and
simultaneous traffic flows. Finally, the development of hybrid routing models, combining shortest-path algorithms with
traffic prediction or adaptive optimization mechanisms, may offer more effective solutions for improving dynamic resource
management and Quality of Service in SD-10T architectures.
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