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Abstract 

The study concentrates on improving the dependability and operational efficacy of LoRa-based Wireless Sensor Networks 

(WSNs), which are extensively utilized in IoT applications, especially for long-range private networks. It seeks to deal with 

the problems that arise when a single node or communication line fails, which can have a big effect on network 

performance. The research utilizes a Markovian matrix theoretical framework to examine and simulate the behavior of 

LoRa-based Wireless Sensor Networks (WSNs), incorporating states such as Sleep (S), Idle (I), Transmit (T), and Receive 

(R) mode. A Python software program was created to put this model into action, allowing for testing and simulation with 

50 fake data sets. The method stresses that the network should always be running, that sensor nodes should be replaced 

quickly, and that the network should be able to handle failures of individual nodes. The simulations indicate that using the 

Markov chain model in conjunction with detailed step-by-step math computation may yield a more accurate analysis of the 

data sets. The methodology also helps you evaluate protocols, change control, look at scalability, and make informed 

choices about how to build a network. This work offers practical benefits for the design, deployment, and maintenance of 

LoRa-based WSNs in real-world IoT scenarios. It supports network administrators and engineers in predicting power 

consumption, designing resilient protocols, scaling networks efficiently, and implementing adaptive control measures to 

ensure continuous and dependable operation. The integration of Markov chain mathematical modeling with Python-based 

simulation provides a robust solution for ensuring reliable operation of LoRa-based WSNs. The approach mitigates the 

impact of node failures, supports rapid recovery, and maintains network integrity. 
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1. Introduction 

A Long Range (LoRa) wireless module can establish a wide-area network (WAN) [1]. It has become a LoRaWAN. 

The LoRa wireless module is a very low-power, long-range transmission device that receives incoming data and sends it 

wirelessly [2]. As a result, smart wireless sensor networks are rapidly evolving in many applications such as monitor 

agriculture activities, home security and surveillance systems, home appliances, military, education, medical treatments, 

etc. Long Range (LoRa) wireless technology works with sensors to create hundreds or thousands of sensor nodes. This 

makes wireless communication and scalable machine-to-machine connectivity more efficient [3].  As industry transitions 

from Industry 4.0 to Industry 5.0, Industrial Wireless Sensor Networks (IWSN) have been used a lot in smart factories' 

real-time monitoring and control systems. Sensors are electronic devices that monitors, measures, or detects any physical 

process or change [2]. Therefore, the system not only transmission data, a fault detection and fault-tolerance (FT) 

mechanisms are embedded into communication protocols. The Markov model is frequently used in many areas of wireless 

sensor networks (WSNs) because it is capable of modelling behavior processes and use current information to make 

predictions about future states. Therefore, it is able to use past data to model the system's failure states. The common 

applications are energy management and lifetime prediction [4] routing and data transmission [5]. MAC layer protocols [6] 

security and intrusion detection [7] node mobility and localization [8]. Fault Detection and Network Reliability [9] smart 

farming [10]. Forecasting discharge and others. The Markov Chain is straightforward to understand, easy to use, and good 

for predicting things that are either category or state-based. Most researchers merely show the basic math equations and 

don't explain how to understand or interpret the stages involved in the calculations. Because of this lack of clear 

instructions, it's hard for readers to understand how the calculations work, repeat the results, or use the same procedure on 

other problems. This paper provides a concise, step-by-step explanation of a mathematical system that changes from one 

state to another based on certain probability rules. 

 

2. Overview of Wireless Sensor Networks (WSNs) 
Wireless Sensor Networks (WSNs) Matin and Islam [11] are a way to collect data about the environment, like 

temperature, sound, vibration, pressure, motion, gases, and more, and transfer it to a central point where it can be evaluated. 

A sensor node has a wireless module and has sensing and computing devices, radio transceivers, and power components. 

All of the wireless sensor nodes will set up a network communication topology to make a wireless sensor network [12]. 

Figure 1 demonstrates the design and configuration of a wireless sensor network system for monitoring plant conditions.                             

 

 
Figure 1. 

a wireless sensor network architecture system. 

 

The sensors are install across the plant environment to keep a data collection on like temperature, humidity, soil 

moisture, light intensity, pressure, and the status of the equipment. There get real-time data and send it wirelessly to a 
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central control system or cloud platform, so there is no need for complicated wiring. Wireless sensor networks aid with 

precision farming by keeping an eye on soil moisture, nutrient levels, and weather conditions. The data that was collected 

helps people make smart decisions about watering, fertilizing, and controlling pests, which results to higher agricultural 

yields and better use of resources. A base station (or sink node) is the most important component of a cluster that collects, 

controls, and sends data from other sensor nodes. A base station (BS) can send signals over a longer distance than other 

nodes. The BS might also be a raspberry pi node or active node that acts as an information sink, or it could be anything else 

that takes data from the sensor network and sends it to the internet. One common technique to use wireless sensor networks 

to continue to keep monitoring plants is to connect from a LoRa to another LoRa module to a Raspberry Pi [13]. The 

Dragino LoRa HAT is a popular LoRa module that may be placed directly on Raspberry Pi boards, for instance. This 

design lets sensor nodes and a central gateway talk to each other over vast distances with little power, which is good for 

farming. But for the small capacity of the plant, an EBYTE E32-915T20D can be connected to a Raspberry Pi Pico for low-

power long-range environmental monitoring. 

 

3. Theoretical Insights into Markov Models 
In the Markov prediction model, the conditions of an event are defined by its state at a specified time. The likelihood 

of moving to the next state is called the state transfer probability. Each state can potentially shift to another state, allowing 

us to create a transfer probability matrix using the following matrix Equation 1: 

       𝑃 =

[
 
 
 
 
𝑃11. 𝑃12. ⋯ 𝑃1𝑁 .
𝑃21. 𝑃22. ⋯ 𝑃2𝑁.

𝑃31. 𝑃32. ⋯ 𝑃3𝑁 .
⋮ ⋮ ⋱ ⋮

𝑃𝑁1. 𝑃𝑁2. ⋯ 𝑃𝑁𝑁.]
 
 
 
 

          (1) 

The transition matrix for a Markov chain is defined as a 𝑁 × 𝑁 matrix. Each element of this matrix, denoted as (𝑖, 𝑗), is 

equal to entry 𝑃𝑖𝑗  = 𝑝[𝑖, 𝑗].. The matrix P is defined as: 

𝟎 ≤ 𝑃𝑖𝑗 ≤ 𝟏, 𝟏 ≤ 𝑖, 𝑗 ≤ 𝑵                                                          (2) 

 

                                                      ∑ 𝑃𝑖𝑗
𝑵
𝒋=𝟏 = 1, 𝟏 ≤ 𝑖 ≤ 𝑵                                                   (3) 

Whereby 𝑃𝑖𝑗 , represents the probability of transitioning from 𝑐𝑢𝑟𝑟𝑒𝑛𝑡 𝑠𝑡𝑎𝑡𝑒 (𝑖) to 𝑛𝑒𝑥𝑡 𝑠𝑡𝑎𝑡𝑒 (𝑗). The notation 0 ≤

𝑃𝑖𝑗 ≤ 1  means that every entry in the matrix is a probability and must be between 0 and 1 (inclusive). , 1 ≤ 𝑖, 𝑗 ≤ 𝑁 

indicates that (𝑖) and (𝑗) range over all possible states, where (𝑁) is the total number of states in the Markov chain. From 

equation 3, This equation means that if you sum all the probabilities of moving from state (𝑖) to every possible state (𝑗), the 

total must be 1.  

These transition system processes were applied in many applications, including resource allocation Amine, et al. [14] 

channel state prediction [15] traffic management [16]  prediction of lifetime model [17] optimisation of sensor network 

[18].  Energy Efficiency [17] and others. They are all connected by these transitions.  To explain the matrix Markov theory, 

The examples concepts and operations from the work of El Fawal, et al. [18]  and Nurgaliyev, et al. [19]  were used. The 

computation example uses the Markov model to describe the operational states of LoRa sensor nodes. These states include 

Sleep (S), Idle (I), Transmit (T), and Receive (R). Every change requires both time and power energy. The statuses of LoRa 

can be checked using AT commands [20, 21]. A Markov Transition Matrix gives a mathematical approach to describe how 

frequently and how consistently these shifts between states happen over time. Let make a 4×4 Markov Transition 

Probability Matrix for the LoRa node with the 4 states: State 1 = S (Sleep), State 2 = I (Idle), State 3 = T (Transmit), and 

State 4 = R (Receive). During this observation period, the changes between states are recorded. The total number of 

transitions from each state to every other state is then counted and put into a count matrix, which is called C. Each element, 

𝐶𝑖𝑗, in this matrix represents how often the node changes from state (i) to state (j). After gathering the transition data, each 

row of the C matrix is normalised. This is done by dividing each count by the total of the counts in that row, which changes 

the raw counts into probabilities. The resulting matrix is the Markov Transition Probability Matrix. Each row in this matrix 

shows the probability of moving from one state to another, and the total of each row always equals one. The Markov chain 

state transition is simply divided into the following phases for computing the matrix probabilities: 

1) Read and record the incoming observed sequence of the system states (S, I, T, R). 

It predefines S (Sleep) = 0, I (Idle) = 1, T (Transmit) = 2, and R (Receive) =3. The integers 0, 1, 0,1,2, and 3 

represent the states.   

2) Compute the count transition matrix (There are 16 transition states based on 4x4),  

𝐶𝑖𝑗(𝐶11.to 𝐶44.).  

             𝐶𝑖𝑗 = Number of transitions from state i to j 

                                  𝐶𝑖𝑗 = ∑ 1{𝑁𝑡 = 𝑖 𝑎𝑛𝑑 𝑁𝑡+1 = 𝑗}                                                   (4)

𝑇−2

𝑡=0

 

is the indicator function ∙)(1 𝑁𝑡 ∈ (0,1,2,3)[mapping S, I, T, and R to intergers].Whereby  

1{condition} ={
1, ifcondition is true

 0, ifcondition is false
 

:Table 1is shown in  𝐶𝑖𝑗The build count matrix  
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Table 1.   

The sequence of states is [S, I, T, R], and the build count matrix C can be generated accordingly. 

To   

From 

S(0) I(1) T(2) R(3) 

S(0 𝐶00 𝐶01 𝐶02 𝐶03 

I(1) 𝐶10 𝐶11 𝐶12 𝐶13 

T(2) 𝐶20 𝐶21 𝐶22 𝐶23 

R(3) 𝐶30 𝐶31 𝐶32 𝐶33 
 

In the words, Each 𝐶𝑖𝑗 counts how many times it goes from I to j in the order. 

3) Compute the ratio counting transition into a transition probability matrix. 

 

𝑃𝑖𝑗 =
𝐶𝑖𝑗

∑ 𝐶𝑖𝑘
𝑁−1
𝑘=0

                                                                             (5) 

Whereby  𝐶𝑖𝑗 is observed count transition matrix 𝑖 − 𝑗 (The number of occurrences of transitions from 𝑖 to 𝑗 within the 

sequence.) ∑ 𝐶𝑖𝑘
𝑁−1
𝑘=0  is total sum count transition matrix corresponds from current state 𝐼 to next state 𝑘 (example : 𝑆 → 𝑆, 

𝑆 → 𝐼, 𝑆 → 𝑅, 𝑆 → 𝑅) . 

Therefore, N = 4, and the transition matrix PPP must be a 4×4 matrix. Let assume probabilities of the matrix be:  

                                               𝑝 = [

0.80 0.20 0.00 0.00
0.10 0.60 0.20 0.10
0.00 0.90 0.10 0.00
0.10 0.80 0.00 0.10

]                                                           (6) 

The current state is represented by the rows, while the next state is represented by the columns. The order of the states 

is [S, I, T, R] and build count matrix C are listed in table 1.0. To understand how to calculate probabilities, the following 

key ideas are needed: Discrete-Time Markov Chains (DTMCs), Transition Probability Matrices, and Empirical Probability 

or Relative Frequency. To create a 4×4 Markov Transition Probability Matrix for a LoRa node with four states—Sleep (S), 

Idle (I), Transmit (T), and Receive (R)—the node's state changes must first be observed over a set duration.  

The current probabilities in the matrix are a vital tool for analysing, predicting, and understanding the behaviour of 

systems that follow Markov processes, which helps us identify the state probability vector. The state probability vector is 

determined by equation 6. 

𝜋𝑡 = [𝑃(𝑆), 𝑃(𝐼), 𝑃(𝑇), 𝑃(𝑅)]                 (7) 

Then, following a single time step 

𝜋𝑡+1 = 𝜋𝑡 × 𝑃                                                           (8) 

𝜋𝑡 = [

𝜋𝑆(𝑡)

𝜋𝐼(𝑡)

𝜋𝑇(𝑡)

𝜋𝑅(𝑡)

]                                                         (9)  

Whereby, 𝜋𝑡 = [𝑃(𝑆), 𝑃(𝐼), 𝑃(𝑇), 𝑃(𝑅)] is the probability vector at time 𝑡. 𝑃 is the transition probability matrix.  𝜋𝑡+1 

is the probability vector at time 𝑡 + 1. 

In other words, 𝜋𝑡 is determined by observing the states of the LoRa node system over a period of time and counting 

how often each state occurs. These counts are then converted into probabilities. Therefore, to create a new probability 

vector, all transition probabilities must be employed. The system's four states, represented as S, I, T, and R, are shown in 

Equation 6. 

𝜋𝑡+1 = [𝜋𝑠,𝜋𝐼,𝜋𝑇,𝜋𝑅] [

0.80 0.20 0.00 0.00
0.10 0.60 0.20 0.10
0.00 0.90 0.10 0.00
0.10 0.80 0.00 0.10

]                                 (10) 

The calculation for each expanded element of the new vector is as follows:  

 

𝜋𝑠(𝑡+1) = 0.80𝜋𝑠(𝑡) + 0.10𝜋𝐼(𝑡) + 0.00𝜋𝑇(𝑡) + 0.10𝜋𝑅(𝑡)                     (11) 

           𝜋𝐼(𝑡+1) = 0.20𝜋𝑠(𝑡) + 0.60𝜋𝐼(𝑡) + 0.90𝜋𝑇(𝑡) + 0.80𝜋𝑅(𝑡)                     (12) 

   𝜋𝑇(𝑡+1) = 0.00𝜋𝑠(𝑡) + 0.20𝜋𝐼(𝑡) + 0.10𝜋𝑇(𝑡) + 0.00𝜋𝑅(𝑡)                     (13) 

            𝜋𝑅(𝑡+1) = 0.00𝜋𝑠(𝑡) + 0.10𝜋𝐼(𝑡) + 0.00𝜋𝑇(𝑡) + 0.10𝜋𝑅(𝑡)                     (14) 

where, 𝜋𝑠(𝑡) + 𝜋𝐼(𝑡) + 𝜋𝑇(𝑡) + 𝜋𝑅(𝑡) = 1. 

When a row vector 𝜋𝑡 is multiplied by the matrix 𝑷, the 𝑗𝑡ℎ  component of the resulting vector 𝜋𝑡+1 is calculated as the 

weighted sum of the 𝑗 column of 𝑷. The weights used in this calculation are determined by the elements of the vector 𝜋𝑡 is 

shown in Equation 11. 

                                         𝜋𝑗(𝑡+1) = ∑ 𝜋𝑖(𝑡)𝑃𝑖,𝑗

𝑖∈(𝑆,𝐼,𝑇,𝑅)

                                                        (15) 

These short-term state distributions can be utilized to understand or forecast how the LoRa system behaves.  
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4. Python Implementation of Markov-Based Algorithms 
This study explores a four-state Markov model with states’ S, I, T, and R. A python script has been developed to: 

1. Assess a collected incoming sequence of system state transitions.  

2. Calculate the transition count matrix 𝐶𝑖𝑗. 

3. Transform the counts into a transition probability matrix 𝑃𝑖𝑗. 

The Figure 2 presents a Markov transition matrix calculation.  

 

 
Figure 2. 

Markov transition matrix calculation. 

 

The analysis flow chart was done in Python concept to figure out the state transition and transition probability matrices 

from a series of discrete states. First, the series of observed states was set up, with each number standing for a different 

state. The total number of possible states was set, and a square count matrix was set up with zeros to keep track of 

transitions between states. The algorithm went through the sequence over and over again, and for each pair of consecutive 

states, it added one to the count matrix element that matched that state. This counted how many times the system went from 

one state to another. After this iteration was finished, the row-wise sums of the count matrix were used to find out how 

many transitions came from each state. Then, each row of the count matrix was normalized by its sum to create the 

transition probability matrix. This matrix shows the empirical likelihood of moving from one state to another based on the 

data that was collected. This method offers a simple and repeatable way to measure how transitions happen in systems with 

discrete states. Figure 3 shows Markov-Based Algorithms that are based on the theory. This algorithm computes a 

probability distribution across 50 predefined variable sample sets each time it executes. 
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Figure 3. 

Python source codes of Markov transition matrix. 

 

Programming from line 1 and line 2, NumPy and time are library functions used for performing matrix math and 

keeping track of time, respectively. Lines 3 to 7 indicate that the series has 50 transition state data’s, with S denoting 0, I 

denoting 1, T denoting 2, and R denoting 3. Program from lines 9 to 10 defines four states from the memory address of 

n_states and generates a 4x4 matrix of zeros to accommodate integer values. Line 12 prints the matrix on the shell monitor, 

and Line 13 delays half a second. Line 14 to 18 counts the state transitions, which total of 49 pairs based on the 4 x 4 

matrix of 𝐶𝑖𝑗, build the 𝐶𝑖𝑗 matrix. Line number 20 calculates the transition probability matrix. Table 2 shows the results of 

the python program for 𝐶𝑖𝑗 and Table 3 shows results of the python program for 𝑃𝑖𝑗. 

 
Table 2. 

Results of the python program for Cij. 

To                               

From 
S(0) I(1) T(2) R(3) 

S(0) 8 12 4 0 

I(1) 8 6 7 4 

T(2) 0 1 7 9 

R(3) 7 7 0 6 

 

The data shows that there were 8 changes from state 0 to state 0, 12 changes from state 0 to state 1, 4 changes from 

state 0 to state 2, and 0 changes from state 0 to state 3. The system went from state 1 to state 0 eight times, to state 1 six 

times, to state 2 seven times, and to state 3 four times. There were no transitions to state 0 while starting from state 2. There 

was only one transfer to state 1, seven transitions to state 2, and nine transitions to state 3. Lastly, there were seven changes 

from state 3 to state 0, seven changes from state 3 to state 1, none from state 3 to state 2, and six changes from state 3 to 

state 3. This matrix gives a full picture of the transition dynamics in the series, showing which transitions between states 

are the most and least common. The transition probability matrix from Table 3 shows how the system travels between its 

operational states: Sleep (S), Idle (I), Transmit (T), and Receive (R). When the system is in Sleep mode, it is most likely to 

switch to Idle mode (approximately 46% of the time), next to Sleep mode (31% of the time), and last to Transmit mode 

(15% of the time). 

 
Table 3. 

Results of the python program for Pij. 

                 To 

From 
S(0) I(1) T(2) R(3) 

S(0) 0.3077 0.4615 0.1538 0 

I(1) 0.3478 0.2609 0.3043 0.1739 

T(2) 0 0.0526 0.3684 0.4737 

R(3) 0.35 0.35 0 0.3 
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It's important to note that there are no straight transitions from Sleep to Receive. When the system is Idle, there is a 

35% probability that it will go back to Sleep and a 30% chance that it will go to Transmit. There is also a 26% chance that 

it will stay Idle and a 17% chance that it will go to Receive. When the system is in Transmit mode, it usually goes to 

Receive (47%) or stays in Transmit mode (37%). There is only a 5% chance that it will go to Idle mode and never go back 

to Sleep mode. When the system is in Receive mode, it has a 35% chance of going to Sleep or Idle, a 30% chance of 

staying in Receive mode, and it does not go directly from Receive to Transmit. The matrix shows a logical sequence of 

operation: Sleep usually leads to Idle, Idle often leads to Transmit, Transmit changes to Receive, and after Receiving, the 

system goes back to either Sleep or Idle. This form shows that state management is done well, with fewer transitions that 

are unlikely or caused a lot of energy usage. 

 

5. Discussion 
Markov chains are a strong way to represent systems where the chance of each next state only depends on the 

current state. This is called "memorylessness." This trait makes it much easier to study complicated random processes 

that show up in many different areas. This study utilized Markov chain theory to mathematically represent state 

transitions, applying transition matrices and the Chapman-Kolmogorov equations to ascertain the probability distribution 

of subsequent states. These mathematical techniques help us understand both short-term changes and long-term steady-

state behaviors. The example used Python and the NumPy package to put Markov-based methods into practice. 

Transition matrices were created and changed to test theoretical predictions and model changes in state. This 

computational method made it possible to quickly make prototypes, see them, and try them out, which improved the 

entire analysis. Markov chains have several uses that go beyond the scope of this paper. They are used in finance to 

predict credit risk and market trends. In computer science, they are the basis for search engine and recommendation 

system algorithms. Markov models are also used in biology to model DNA sequences, queueing theory, and even to 

predict the weather. So, combining Markov theory, mathematical modelling, and Python-based computation creates a 

flexible framework that can be used to solve many real-world situations. 

 

6. Conclusions 
The Markov chain is a highly important algorithm for improving and optimizing a wide range of process applications. 

Numerous studies have demonstrated the significant effectiveness of this algorithm in improving and optimizing various 

process applications, such as data and alarm messages in power line monitoring systems, energy-efficient pipeline 

monitoring systems, networks for linear monitoring applications, integrated networks for trackside smart weather 

monitoring, pervasive monitoring of underground environments, prolonging the lifespan of linear wireless sensor networks 

(LWSNs), and many others. 
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