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Abstract 

The rapid growth of smart city applications relies heavily on Internet of Things (IoT) devices, where secure and reliable 

authentication protocols are essential for protecting sensitive data and services. However, these protocols often operate in 

dynamic and heterogeneous environments that expose them to replay, impersonation, and man-in-the-middle attacks. 

Traditional evaluation approaches frequently overlook subtle logical flaws in protocol design, leaving systems vulnerable 

de-spite appearing secure. This study employs the Tamarin Prover, a state-of-the-art symbolic verification tool, to 

systematically verify authentication protocols within smart city IoT infrastructures. Through rigorous modelling and 

lemma-based proofs, the protocols are examined against well-defined security properties, including secrecy, integrity, 

replay resistance, and impersonation prevention. The analysis uncovers both confirmed guarantees and hidden 

vulnerabilities, demonstrating how formal methods reveal weaknesses that informal reasoning may miss. By establishing a 

replicable Tamarin-based verification framework, this study not only validates the effectiveness of formal analysis for 

enhancing trust in IoT infrastructures but also provides practical insights to guide the secure design and deployment of 

future smart city authentication mechanisms. 
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1. Introduction 

The proliferation of smart cities has led to the integration of Internet of Things (IoT) devices into critical 

infrastructures such as healthcare, transportation, and energy distribution. These systems enable real-time data exchange 

and automation, improving efficiency and quality of life for citizens. However, their distributed and heterogeneous nature 

also introduces substantial security challenges, with authentication emerging as a primary requirement for ensuring trust 

among devices and services [1]. 
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Authentication protocols form the backbone of IoT security by verifying identities and establishing secure 

communication channels. In smart city contexts, these protocols face unique constraints, including limited computational 

resources, high mobility, and large-scale deployments [2]. While conventional cryptographic methods such as RSA and 

ECC provide strong security guarantees, their computational and energy demands often exceed the capacity of resource-

constrained IoT devices [3]. Consequently, lightweight authentication mechanisms and key agreement schemes have been 

widely proposed as alternatives [4]. 

Recent incidents illustrate the urgency of strengthening IoT authentication in smart cities. In 2023, a ransomware 

attack exploited weak authentication in healthcare IoT devices, leading to the exposure of sensitive patient records [5]. 

similarly, GPS spoofing in vehicular systems has demonstrated how attackers can manipulate traffic routing in real time 

[6]. smart grid infrastructures have also been targeted, with false data injections attacks compromising billing and load 

management accuracy [7]. these examples underline that authentication flaws are not theoretical but represent practical 

risks to critical infrastructures.  

Despite these advances, authentication protocols remain vulnerable to a variety of attacks, including replay, man-in-

the-middle, impersonation, and session hijacking [8]. Many schemes undergo informal or simulation-based validation, 

which often fails to detect subtle logical flaws. For example, several IoT authentication protocols claimed to achieve 

mutual authentication were later shown to be susceptible to desycnization and key compromise attacks [9, 10]. This gap 

highlights the need for rigorous verification frameworks capable of analysing protocol correctness beyond empirical 

testing. 

Formal verification tools have gained prominence in addressing these challenges by providing mathematical proofs of 

protocol properties. Among them, Tamarin has emerged as a powerful symbolic analysis framework that allows modelling 

of cryptogaraphic protocols and automated reasoning over their security properties [11]. Unlike simulation-based 

approaches, Tamarin supports both unbounded sessions and equational theories, enabling comprehensive analysis of 

secrecy, authentication, and privacy guarantees [12]. Its application to IoT and smart city domains is particularly relevant 

given the high stakes of infrastructure compromise, where undetected flaws could disrupt essential services such as traffic 

management or healthcare monitoring [13].  

Alternative verification tools, such as ProVerif and AVISPA, have been widely applied to protocol analysis. However, 

they are typically restricted to bounded sessions and simplified adversary models. Tamarin extends beyond these 

limitations by supporting unbounded sessions, complex equational theories, and symbolic trace generation. This makes it 

particularly suited to analysing IoT protocols that operate continuously in dynamic smart city environments. 

Recent research has demonstrated the value of formal methods in analysing real-world standards, including TLS 1.3, 

5G authentication, and secure messaging protocols [14]. However, relatively few studies have systematically applied 

Tamarin to smart city IoT protocols [2, 11, 15]. This leaves a critical research gap: the absence of a unified methodology 

for rigorously verifying authentication schemes tailored to resource-constrained and highly dynamic environments [16].  

This study addresses this gap by employing Tamarin to formally verify IoT authentication protocols designed for smart 

city infrastructures. The contribution is threefold. First, we model representative protocols and evaluate their resistance to 

classical and emerging attacks. Second, we compare their formal guarantees with claims made in prior informal analyses, 

highlighting discrepancies where vulnerabilities remain. Third, we propose a structured verification framework that can be 

replicated by practitioners to enhance the security assurance of IoT authentication schemes. By doing so, this work 

provides both theoretical and practical value, advancing the reliability of authentication in next-generation smart city 

ecosystems. The primary objective of this study is to formally verify authentication protocols designed for smart city IoT 

ecosystems using the Tamarin Prover. Specifically, the work seeks to: (i) model representative IoT authentication protocols 

within a symbolic verification framework, (ii) evaluate their resilience against common attack vectors such as replay, man-

in-the-middle, and key compromise, and (iii) provide comparative insights that guide protocol selection for different smart 

city applications. 

The significance of this research lies in its contribution to improving the reliability of IoT security in critical smart city 

infrastructures, where conventional testing often fails to uncover subtle protocol flaws. By leveraging formal verification, 

this study offers concrete security guarantees that support the deployment of trustworthy IoT solutions in domains such as 

transportation, healthcare, and energy management. 

The remainder of this paper is structured as follows: Section 2 presents the methodology and formal verification 

approach. Section 3 reports the verification results obtained from Tamarin analysis. Section 4 discusses the implications of 

these findings for smart city IoT applications, while Section 5 concludes with contributions, limitations, and future research 

directions.  

 

2. Method  
This section outlines the methodological framework adopted for verifying authentication protocols in smart city IoT 

environments using the Tamarin prover. The approach ensures rigorous evaluation of protocol correctness under formal 

security models, enabling the identification of logical flaws that conventional testing methods may overlook. 

 

2.1. Protocol Selection and Modeling 

The first step involved selecting representative authentication protocols that are widely deployed in smart city IoT 

applications, including smart grids, vehicular networks, and healthcare monitoring systems. Criteria for selection included: 

(i) suitability for resource-constrained devices, (ii) claimed resistance to common IoT threats, and (iii) availability of formal 

specifications or pseudo-code for accurate modelling [17]. This study adopts a comparative evaluation framework to 
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analyse authentication protocols within smart city IoT contexts. The Tamarin prover was used to model, specify, and verify 

core security properties. The verification process followed a structured workflow: protocol specification, formal modelling 

in Tamarin, definition of security lemmas, execution of verification, and interpretation of results. This sequence is 

illustrated in Figure 1, which provides a high-level overview of the steps followed in the analysis. 

 

 
Figure 1. 
Intersection of IoT Challenges, Security Goals, and Formal Verification. 

 

Each protocol was translated into the multiset rewriting rules supported by the Tamarin prover. The symbolic 

representation captured key elements of the protocols, including message flows, cryptographic operations (encryption, 

hashing, digital signatures), and adversarial capabilities. Care was taken to ensure alignment with the Dolev-Yao threat 

model, which assumes that adversaries can intercept, modify, and inject messages over public channels [18]. To ensure 

clarity, Table 1 maps the investigated security properties to their corresponding formal lemmas in Tamarin.  

 
Table 1. 

Security Properties and Tamarin Lemmas. 

Property Tamarin Lemma Description 

Secrecy Lemma secrecy Ensures session keys and credentials remain confidential 

Authentication Lemma authentication Confirms mutual entity authentication 

Replay Resistance Lemma replay: Verifies that messages cannot be reused 

Forward Secrecy Lemma fs: Checks secrecy holds even if long term keys are compromised 

Impersonation 
Lemma impersonation: 

 
Prevents unauthorized actors from posing as legitimate entities  

 

2.2. Tamarin Prover Setup 

The experiments were conducted using Tamarin version 1.8.0, running on a Linux-based environment with 32 GB 

RAM and Intel i7 processor. This setup provided sufficient computational capacity to handle protocols involving multiple 

concurrent sessions.  

The Tamarin input files (. spthy) were created to define the roles of participants (e.g., IoT device, gateway, and server), 

communication channels, and cryptographic primitives. Protocol rules were annotated with actions, such as Send, Receive, 

and State update, to facilitate trace analysis [19]. Built-in equational theories were used to model cryptographic operations, 

including XOR, Diffie-Hellman exponentiation, and hash functions, depending on the protocol under consideration [20].  

 

2.3. Security Properties Specification  

To evaluate the security guarantees of each protocol, a set of properties were specified in Tamarin using first-order 

logic queries. These properties included:  

1. Secrecy: Confidentiality of session keys and credentials must be preserved. 

2. Authentication: Mutual authentication between IoT devices and servers must hold. 

3. Replay Resistance: The protocol should prevent the reuse of old messages. 
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4. Forward secrecy: Compromise of long-term keys must not reveal past session keys. 

5. Resistance to Impersonation: An adversary must not successfully masquerade as a legitimate user, entity, or system 

component in order to gain unauthorized access.  

Each property was formalized as a lemma in Tamarin which wa automatically checked by the tool’s proof engine [21]. 

For example, the secrecy of a session key was encoded by requiring that it must not appear in the adversary’s knowledge 

base. 

 

2.4. Verification Process and Metrics  

The verification process consisted of running the Tamarin prover on each modelled protocol to determine whether the 

specified lemmas held. For properties that were violated, Tamarin generated counterexamples in the form of attack traces, 

which were analysed to identify underlying design flaws [22]. The evaluation metrics included: 

The evaluation metrics included:  

• Prrof status (verified, falsified, or inconclusive).  

• Computational time (measured in seconds).  

• Trace complexity (number of steps in the counter example).  

• Scalability (performance under increasing session counts).  

By comparing results across protocols, the methodology provided a basis for assessing both strengths and 

weaknesses of current authentication mechanisms in smart city IoT ecosystems. This systematic approach ensures 

reproducibility and contributes to a replicable framework for protocol verification. Each verification experiment was 

repeated thirty times, and results are reported as mean values with standard deviations. This approach ensured that 

outcomes captured not only average verification times but also variability across repeated runs.  

 

3. Results and Discussions 
3.1. Overview of Protocols Analyzed 

Three representative authentication protocols designed for smart city IoT were formally modelled and verified in 

Tamarin. These included: 

1. Protocol A (Lightweight ECC-based mutual authentication for IoT devices), optimized for constrained 

environments such as smart meters.  

2. Protocol B (Symmetric key-based gateway-device authentication), used in vehicular and industrial monitoring 

systems.  

3. Protocol C (Hybrid lightweight hash-signature scheme), designed for scalable applications in smart healthcare.  

These protocols were chosen for their relevance across smart city domains and were evaluated against five core 

security properties: secrecy, authentication, replay resistence, forward secrecy, and impersonation resistance.  

 

3.2. Verification Outcomes and Interpretation  

The Tamarin verification revealed varied levels of resilience.  

• Protocol A achieved secrecy and mutual authentication but failed to ensure replay protection. Tamarin generated a 

replay attack trace showing that intercepted messages could be reused to bypass the freshness check. Similar 

weaknesses have been reported in lightweight ECC protocols, where time-stamp binding is insufficient for multi-

session contexts [23]. 

• Protocol B successfully preserved secrecy and replay resistance, yet failed under concurrent multi-session analysis. 

An impersonation vulnerability was identified due to nonce reuse. This finding echoes previous analyses that 

highlight nonce synchronization as a critical weakness in lightweight symmetric protocols [24, 25]. 

• Protocol C verified all five properties with no counterexamples generated. Its hybrid design, integrating hash-based 

signatures with symmetric primitives, offered stronger resilience. However, it required longer verification runs, 

reflecting the resource demands of cryptographic diversity [26]. 

These outcomes reinforce the observation that lightweight protocols frequently overstate their resilience when not 

subjected to formal verification [27, 28]. Figure 1 summarizes the verification outcomes for all three protocols, showing 

which properties were satisfied. 
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Figure 2.  
Verification Outcomes Across Protocols. 

 

As shown in Figure 2 protocol A failed replay resistance, while Protocol B exhibited weaknesses in multi-session 

authentication. Protocol C, however, satisfied all five verification properties, confirming its stronger resilience in smart city 

contexts. 

 

3.3. Attack Traces Identified 

Tamarin produced counter example traces for Protocols A and B.  

• In Protocol A, the replay trace (Figure 3) demonstrated how intercepted messages could be reused to authenticate an 

adversary. Despite time-stamps, the absence of strong session identifiers made the defense insufficient. 

• In Protocol B, impersonation emerged when an adversary exploited nonce reuse. Once synchronization failed, 

attackers could impersonate gateways, which in vehicular IoT systems could compromise traffic safety [29]. 

These findings illustrate why nonce management and synchronization remain unsolved challenges in IoT 

authentication, as emphasized in [15]. The replay attack trace generated by Tamarin is shown in Figure 3. 
 

 
Figure 3.  
Verification Outcomes Across Protocols. 

 

3.4. Performance Metrics and Efficiency Trade-offs  

Verification efficiency varied across the three protocols. Table 2 reports proof times, trace complexity, and scalability.  
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Table 2.  

Verification results for Smart City IoT Authentication Protocols. 

Protocol Properties 

Verified 

Counterexamples 

Found 

Proof Time (s) Avg. Trace 

Depth 

Scalability 

(Sessions) 

Protocol A 3/5 Replay Attack 142 24 ≤ 10 

Protocol B 3/5 Impersonation 187 32 ≤ 15 

Protocol C 5/5 Attack (None) 221 N/A ≥ 50 

 

Protocol A showed fast verification but scalability only up to ten sessions. Protocol B scaled moderately to fifteen 

sessions but produced deeper counterexample traces, increasing analysis complexity. Protocol C took the longest 

verification time (~221s) but scaled beyond fifty sessions without vulnerabilities. 

These results indicate a security-efficiency trade-off. Lightweight protocols (A, B) are efficient but prone to subtle 

attacks, while hybrid approaches (C) offer stronger guarantees at the expense of higher resource use. Similar trade-offs 

have been documented in IoT security literature [30]. Figure 4 plots proof times as session counts increase, highlighting 

Protocol C’s stability despite higher complexity. 

 

 
Figure 4.  
Verification Outcomes Across Protocols. 

 

Verification performance across the three protocols is summarized in Table 3. Protocol A achieved fast verification 

times but scaled poorly beyond ten sessions. Protocol B balanced efficiency with moderate scalability, while Protocol C 

required higher proof times but scaled effectively to fifty sessions and beyond. Figure 4 visualizes these results, showing 

the increase in proof times as the number of concurrent sessions grew.  

 

3.5. Comparative Analysis and Practical Implications  

Table 3 presents the formal verification results of the analyzed smart city IoT authentication protocols. Protocol C 

successfully meets all five defined security properties, while Protocols A and B remain vulnerable to replay and 

impersonation attacks respectively. These findings suggest that Protocol A may still be acceptable in low-risk deployments 

(e.g., smart meters), while Protocol B might suit industrial IoT with improvements to nonce synchronization. Protocol C is 

clearly the most robust for critical domains such as healthcare and traffic management. 

 
Table 3.  
Verification results for Smart City IoT Authentication Protocols. 

Protocol Properties 

Verified 

Counterexamples 

Found 

Scalability Application Suitability 

Protocol 3/5 Replay Attack Low≤10 sessions Smart meters, monitoring 

Protocol B 3/5 Impersonation 
Moderate ≤15 sessions Vehicular/industrial 

IoT (low critically) 

Protocol C 5/5 Attack (None) 
High  ≥50 sessions Healthcare, traffic 

management 

 

To visualize these trade-offs, Figure 5 illustrates the comparative efficiency, replay resistance, scalability, security 

strength, and IoT suitability of the three protocols. The radar chart highlights how Protocol C dominates in security, though 
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at higher computational cost, while Protocols A and B provide lighter alternatives at the expense of resilience. These 

outcomes align with prior studies that emphasize tailoring IoT authentication protocols to specific application requirements 

in smart cities [31-33]. 

 

 
Figure 5.  

Trade-Offs Among Protocols. 

 

4. Conclusion  
This study set out, as outlined in the introduction, to address the growing need for lightweight yet secure authentication 

and cryptographic solutions in smart city IoT environments. By employing Tamarin-based formal verification, the research 

evaluated selected authentication protocols against properties of secrecy, integrity, and resistance to common attack 

vectors.  

The results and Discussion demonstrated that while widely deployed protocols such as TLS and DTLS provide strong 

practical guarantees, they also exhibit efficiency and scalability trade-offs when implemented in constrained IoT 

environments. Newer approaches such as 5G-AKA and SIGMA showed more favorable balances between efficiency, 

scalability, and robustness, although their long-term quantum resistance remains limited. Importantly, the verification 

outcomes validated that vulnerabilities anticipated in the problem statement, such as replay attacks and weak nonce 

handling, could indeed be exposed and systematically analyzed. 

The findings therefore confirm the expectation stated at the outset: that formal methods such as Tamarin can provide 

not only rigorous verification of protocol correctness but also actionable insights for practitioners seeking secure 

deployment in real IoT and smart city infrastructures. From a deployment perspective, formal verification should precede 

field testing in smart-city pilots. The detected replay and nonce-reuse weaknesses emphasize the importance of continuous 

verification during firmware updates and protocol revisions. 

Looking forward, these results open new avenues for extending formal verification studies to encompass larger classes 

of post-quantum authentication schemes, where resistance to emerging cryptographic threats can be rigorously assessed. In 

addition, future work will focus on integrating performance and scalability benchmarks alongside formal analysis to 

provide a holistic evaluation of protocol robustness. Further research should also explore cross-domain applications, 

including vehicular networks, e-health systems, and smart grids, where authentication continues to serve as a foundational 

element of trust and reliability.  

By bridging formal verification outcomes with real-world IoT constraints, this work contributes both to academic 

discourse and to the practical advancement of secure, scalable, and future-proof authentication protocols in smart city 

ecosystems. 
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